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Abstract : Advances in automated driving systems (ADS) have significantly improved safety and convenience, but they have
also introduced new security threats stemming from platforms built on physical artificial intelligence (physical Al). In line
with this, Conventional Threat Analysis and Risk Assessment (TARA) methods have been proven effective at identifying
traditional software and hardware vulnerabilities; however, they failed to fully capture Al-specific threats. Motivated by this
gap, this study proposed an improved TARA framework tailored to physical Al security and validated it through an ADS
case study.

Methodologically, we conducted TARA using the publicly available software system architecture of the NVIDIA
Jetson Nano and the ADS architecture defined in ISO/TS 5083. In terms of threat identification, we applied threat
modeling while concurrently incorporating Al-specific threat catalogs by referencing MITRE ATLAS and the OWASP
Top 10 for LLM Applications. These approaches yielded a comprehensive analysis method that encompassed
conventional and Al-specific threats that may arise in physical Al environments.

Our analysis resulted in a comprehensive checklist for security considerations, which derived security requirements,
offering concrete, practical guidance applicable across the full life cycle of ADS. Particularly, the proposed method
enables a more exhaustive and systematic threat analysis by identifying Al-driven attack vectors that conventional
TARA approaches may overlook.

The contribution of this work is to equip industry and research organizations in the expanding autonomous-driving sector
with an enhanced TARA framework for executing threat analysis and risk assessment. Accordingly, this is expected to
strengthen the cybersecurity of physical Al systems like ADS and support the dissemination of safe and trustworthy
autonomous-driving technologies. The case study leveraging the Jetson Nano and the ISO/TS 5083 architecture demonstrates
the effectiveness of the proposed method and suggests its utility as a reference model for future ADS cybersecurity
assessments.
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Fig. 1 Threat Analysis and Risk Assessment(TARA) framework process for Physical Al
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Table 1 Risk treatment options

Treatment Description
Avoiding the risk Eliminate the source of risk by discontinuing the hazardous activity or decommissioning the associated function.
Redoding thesriik m?;;iiﬂ;:ﬂ 5.:::;2 objectives and apply corresponding security requirements to reduce the likelihood or
Sharing the risk Share the risk with a third party through contractual agreements or insurance.
Retaining the risk Risk acceptance due to infeasibility or lack of cost-effectiveness of control implementation.

Table 2 Description of data flow diagram

Element Shape Description
. External entities representing the sources and destinations of data outside
Extemal entity
the system boundary.
Pt Internal system functions representing actions implemented through

software code.

Data flow

Data communication representing how information moves between
processes and data stores.

Data store

Data stores that hold and access information on a temporary or persistent
basis.
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Attr(r,) = < Vector,, Target,, Consequence, > (1)
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Attack Reference STRIDE ATLAS OWASP
N A GPS spoofing attack detection on
Spoofing vehicle-to-vehicle (V2
mgt;:tr']c & ;}T ucle]:‘(‘ 3l saifety intersection movement assist using S N/A N/A
o
messages to trigger false collision warnings. il ensiisalY
Recording genuine GNSS signals and
replaying them with delay or amplification to . 19
4 . : GNSS spoofing and detection S N/A N/A
deceive the receiver into interpreting forged
signals as legitimate.
Injecti int: ipulate LIDAR Physical
Hiesting lpserrolnts tmmipniae 1 Adversarial sensor attack on LIiDAR-based A
point clouds, generating non-existent obstacles — driving!® S environment N/A
and misleading DNN-based object detectors. perceplion I auionomous driving access
N . . . . Physical
Injecting randomly fabricated LiDAR points to Random spoofing attack against S extvioonment NA
bias SLAM-based localization and mapping,. LiDAR-based scan matching SLAM™
access
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Attack Reference STRIDE ATLAS OWASP
Injecting continuous or high-intensi Physical
y . g ) g v Analyzing and enhancing the security of A Y
ultrasonic signals into the receiver to produce ‘ ; 21y S environment N/A
ultrasonic sensors for autonomous vehicles”
fake echoes (ghost obstacles). access
Applying graffiti or stickers to a STOP sign to Robust physical-world attacks on deep e
perform a physical adversarial attack that learning visual classification™ ¢ : o : R
causes computer vision systems to misclassify Physical adversarial examples for SRR
access
the traffic sign. object detectors™
Projecting laser pattems to disrupt camera Physical
) & 2 e g ¢ P An integrated approach of threat analysis for i Y
sensors and distort visual input through . L ) T enviromment N/A
[ autonomous vehicles perception system’
specific light interference. access
Inducing DNN misclassification through
Ad ial atta d deft inst Evade Al
subtle perturbations such as FGSM or PGD versarial aftacks and defenses agains T "a N/A
s deep neural networks: A survey model
adversarial examples.
Injecting backdoors into DNN: isoni
nje, l‘ng g ¥ 1{1&) sby pcnsoflmg Adversarial machine learning - Poison
training data with trigger patterns, causing e . o8 T . N/A
, Yy : A taxonomy of attacks and mitigations training data
targeted misclassification.
Degradi del perform th
s e ITBO e‘ Pe anee tiough Adversarial machine learning - Poison
training data poisoning (e.g., large-scale label e .28 i L. N/A
S T, A taxonomy of attacks and mitigations training data
flipping) as an availability attack.
Ad ial machine learning -
Conducting model extraction attacks by et e car'n‘mg,‘ 25 Exfiltration
leveraging inference APIs to reconstruct model Abmononyol st and puib getlng I via Al N/A
a i‘ : o, MITRE ATLAS: Exfiltration via R
me & se k
parameters via query -response interactions. Al inference AP?® inference
Performing membership inference to leak 3 : 3 Exfiltration
5ii oy : Adversarial machine learning - 3
training data by determining whether specific K ¢ —— I via Al N/A
samples were included in the model's training set. e A MGG inference API
Exacufing i]ldirac‘t pmm[:ft inj?ction by Not what you've signed up for: C{'nn[:fr{)misi‘ng o | Brom
embedding hidden instructions in external Real-World LLM-integrated applications with T R g
. . T s a7 mjection mjection
content to manipulate the behavior of an LLM. indirect prompt injection’
Pa'rs‘istm't prom[:{t wm‘m attack — fﬁplicating Not what you've sig;nad up for: Cc‘aml:fromisi‘ng Pkt | Tromd
malicious instructions in conversation memory | Real-World LLM-integrated applications with T infecti iniecti
injection injection
to cause long-term session contamination. indirect prompt injection®” ' .
OWASP Top 10 for LLMs - LLMO06
Exploiting excessive privilege delegation in W K o 5,3} Command .
43 = excessive agency o Excessive
LLM agents — deceiving the agent into . ' . E and scripting
rforming unsafe or unauthorized actions. Exploiting programmatic behavior of LLMs: interpreter b
ke & Dual-use through standard security attacks™ >
System prompt leakage attack — extracting OWASP Top 10 for LLMs - LLMO07 Extract LLM | System
hidden or proprietary system-level instructions system prompt leakage'? I system prompt
from the model. MITRE ATLAS: Extract LLM system prompt™® prompt leakage
Knowl flict injection — ing tl
mLLT\?‘Ig; oor:;rc::i: zr}jec mntr adc?;fusmg, © ASTUTE RAG: Overcoming imperfect Erode Al Vector and
A A v ucz‘ng con ) ! ‘oty or refrieval augmentation and knowledge i model embedding
misleading external information in a RAG ficts for | ' odels® inteori K
conflicts for large lan, models i i weaknesses
(Retrieval-Augmented Generation) pipeline. PR AR gLy
LLM training data backdoor injection — OWASP Top 10 for LLMs - LLM04 data and Poi Data and
oison
poisoning the instruction-tuning dataset with | model poisoning'?poisoning language models T fofer o 5L model
ining da
malicious samples to implant hidden triggers. during instruction tuning®® . poisoning
Fine-tuning to remove LLM guardrails — S and
conducting small-scale additional training to Removing RLHF protections in T Poison zdal;
mode
override or neutralize RLHF-based GPT-4 via ﬁl’lﬂ-ﬂll‘lil‘lgz b training data e
poisoning

safety alignment.
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Attack Reference STRIDE ATLAS OWASP
Sentence Embedding Leaks More Information
Embedding inversion attack — reconstructing than You Expect: Generative Embedding Exfiltration | Vector and
original text from vector embeddings to Inversion Attack to Recover the Whole I via Al embedding
recover sensitive or private content. Sentence™Information Leakage in inference API | weaknesses
Embedding Models™
CAN b':ls Hovitg attack " causing dcl:ua] o Evaluation of DoS Attacks on
scrvmc‘by m?n{{poimng the bus using Vehicle CAN Bus Systemm D N/A N/A
high-priority message IDs.
Forged CAN message injection — remotely
Rkl veIde St Vi et CVE-2015-5611*, CVE-2016-9337* S N/A N/A
telematics or gateway ECUs by injecting
spoofed CAN frames.
Unauthorized ECU firmware update attack —
injecting unsigned software into ECUs CVE-2018-1170*, CVE-2018-9322% E N/A NA
bypassing signature verification mechanisms.
Voice synthesis authentication bypass —
using Al-based voice cloning to impersonate Hello me, meet the real me: Voice synthesis S Evade Al N/A
legitimate users and bypass smart attacks on voice assistants™® model
assistant authentication.
Inaudible ultrasonic command injection — Physical
sending ultrasonic signals to issue hidden DolphinAttack: Inaudible Voice Commands®” S environment |  N/A
commands and manipulate voice assistants. access
Laser-based remote audio injection (Light —
Commands) — modulating laser light to Light Commands: Laser-Based Audio Injection . o
T : : i S environment N/A
transmit inaudible voice commands to attacks on voice-controllable systems™ .
microphone sensors.
Phantom attack using digital signage or Phantom of the ADAS: Securing Advanced Physical
projectors — projecting fake traffic signs or Driver-Assistance Systems from Split-Second S environment NA
lane markings to deceive perception systems. Phantom Attacks'” access
Dcchz]lboalid attack — lrmupulszng bll]boa‘rd T T—— Plv1y51cal
textures to bias end-to-end steering models in s o T environment N/A
P testing of autonomous driving systems®”
autonomous driving, access
LiDAR detection backdoor attack —
embedding trigger patterns to induce false Towards Backdoor Attacks against T Poison NA
positives or false negatives in LIDAR-based LiDAR Object Detection in AD*” training data
object detection.
3.3.2 STRIDE 7[¢t 98 AlLj2]e =& Table 4 Threats affecting elements '
STRIDEE Microsoft(1999)7} A|gket 919 =y = =
xlﬂ % o_} 22, DFD o} 123 B__)rm = _?_} @'Q* c::} /}-\1 Wz Threat Data flows | Data stores | Processes i
F5 - 2830k Table 4= DFDZL 74840 B8 7 [ spoofing v v
&% STRIDE $1 g ¥F& vepdich) Tampering v v v
Attack Library®l|4] STRIDEZ #7¥ FZAE2 7|9k | Repudiation v v
© 2 Table 42] 773 o w2} z} DFD AR:HE Z‘?%— 7 ]-3- i3 Information - " v
A DAV oIE Sjko2 AY Alog £ | deconn
gt} of| & 1, External entity 74 840 meﬁng Ikrﬁa}] of v v v
Repudiation 9] @l % ¢ks}t}. oo w2} Attack llbraryoﬁ = == -
A] Spoofing(S) =+ Repudiation(R) 2= 7€ 34 F :::;Z;: ¥

794 #RASABYL =RY A34A H7E, 2026
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Table 5 Threat scenario examples by STRIDE

Asset Threat scenario STRIDE
Contamination of Position, Velocity, and Time (PVT) data via GNSS Spoofing, S
El.1. |Acceptance of malicious data due to the absence of authentication mechanisms for critical functions. S
GPS/ |Ingestion of falsified GNSS measurements resulting from insufficient data authenticity verification. S
IMU [ sensor data injection facilitated by inadequate endpoint constraints on communication channels. S
Failure in post-incident actor identification and non-repudiation due to the lack of logging for GNSS/IMU anomalies. R
Creation of unauthorized processes, services, or nodes stemming from a lack of mutual authentication. S
Session hijacking and process impersonation caused by improper key management or cryptographic misconfiguration. S
Modification of Kernel/OS memory space via exploitation of Qut-of-bounds or Integer Overflow vulnerabilities. T
p2.1 | Alteration of system configurations or execution of arbitrary commands via OS/Command Injection vectors. T
0OS  |Modification of configuration, log, or module files through Path Traversal vulnerabilities. &
Corruption of kernel data and memory structures by exploiting vulnerabilities in the Linux CAN Broadcast Manager. T
Exposure of sensitive data resulting from transmission in plaintext or the use of weak cryptographic algorithms. I
Unauthorized elevation or misuse of privileges due to inadequate privilege management controls. E

s ARkl 48 7Hed T4 & 283t 91 AlvElL O FEAE - &Y - S5 DAlNA 2 7Fs 3 FoHA

il
i

olg] gt AALE Fal 7 AHHEE 919 Al & $3 A o2 & ]'? 3 MITRE ATLASE Al Al
1], Table 5% STRIDE ¥ el Zubel] A3 FA2}F A% - 7] (Tactics & Techniques)
Aaloltt. A A 19 & A AsHR 2] A=, dloly 2% (Poison training
AL data), 22 FF AHK EF(Exfiltration via Al Inference

API), 2] 27 ek (Physical environment access) 5 Al
2} 39 E o8 2P A2 98714 =235) Table 6

T3 gt

LE AAHLRE EF5% e
& T8 & '5‘?1‘:']@’\]4]09}
S AGALE Tl A

oo Mo
0|.|—lr'.l

333 AL ARt 218 AlL2|e =3

AFAFAD B 37 FEE PP, MITRE
ATLAS = OWASP LLM Top 102 W& 83l Al 2}

-2 P2.2.3. InterPretation & Prediction A}:Fel] th&]A], Table
72 P2.3. Planning AH:kell o34, Table 82 P2.6.2.

Aol i3k 918 Alvbe] 8 =269tk OWASP LLM MLLM ARtel] izt 912 ] Q. dajolnt. A 1§
Top 102 LLM &8¢l 53149 919 Zddela=, =& AUl e 34 AL E B8 AT F Uk
TE QAN A|2H TEITE $2 7d 906 = LLM
Table 6 P2.2.3.threat scenario examples
Asset Threat scenario ATLAS
Distortion of object detection outputs via LIDAR point cloud injection, inducing the perception of Physical
non-existent (phantom) objects. environment access
Induction of bias in SLAM pose estimation through the insertion of randomized, fabricated LIiDAR Physical
point data. environment access
Generation of spurious echoes (ghost obstacles) via continuous wave signal injection targeting Physical
ultrasonic sensors. environment access
P2.2.3. Masking of legitimate echo signals via high-intensity acoustic pressure on ultrasonic receivers, Physical
InterPretation | resulting in obstacle detection failure. environment access
& Prediction Induction of traffic si iti i i i i Hiysied
ign recognition errors through physical perturbations such as stickers or graffiti. entivonment nocess
Disruption of camera sensor pixels via laser projection (blinding), causing object recognition failures. . Physical
environment access
Model misclassification precipitated by the injection of digital adversarial examples (e.g., FGSM, PGD). | Evade Al Model
](:)L;g;ea;i;i;x; H{:; .predxchvc accuracy in recognition models due to training data label manipulation Vo g dk
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Table 7 P2.3.threat scenario examples

Asset Threat scenario ATLAS
Im‘%uf:ﬁon of ma‘]ada‘l;ti\«e behaviors (e.g., abrupt braking, lane deviation) in path planning algorithms via Hlon b Ak
training data poisoning.

Replication of the internal planning model and reverse engineering of vulnerabilities via exploitation of | Exfiltration via Al

P2.3. |the model inference API. inference API

Planning |Induction of erroneous decision-making in the Al planning system via manipulation of external visual Physical
semantics environment access
L . e _ . . Physical
Fabrication of object presence via activation of latent backdoors within the LiDAR detection module. .
environment access
Table 8 P2.6.2.threat scenario examples
Asset Threat scenario OWASP
Execution of Indirect Prompt Injection via the ingestion of untrusted external content (e.g., web data, Pressite ikt
RAG corpora).
Pt?rsivshcnt (':ompromisc of the model's context window caused by the residency of Prompt Worms Promgt ijection
within session memory.
Exposure {Tf the Sysfcm Prompt (intcm‘a]‘ constraints and instructions), enabling adversaries to e
reverse-engineer and circumvent safety policies. ;
P2.6.2. | Ablation of RLHF-based safety guardrails via malicious Fine-tuning, aimed at eliciting restricted or Data and model
MLLM | harmful outputs. poisoning

Autonomous execution of high-risk commands resulting from the exploitation of Excessive Agency
and insufficient scope limitation.

Excessive agency

Reconstruction of sensitive source data or text segments via Embedding Inversion attacks. Veporaud enbedding
weaknesses
Induction of erroneous inference or hallucinations triggered by Knowledge Conflict within the| Vector and embedding
Retrieval-Augmented Generation (RAG) pipeline. weaknesses
Table 9 Damage scenario example
Asset Damage scenario CIA SFOP
phat Critical compromise of driving control integrity driven by malicious processes manipulating control and £ g
‘" | sensor data streams.
o8 Exposure of sensitive data resulting in privacy violations, security breaches, and regulatory non-compliance. C P
Imminent risk of collision or pedestrian injury caused by erratic maneuvers (e.g., inappropriate braking, VA S
P2.3. | abrupt steering, lane departure).
Plamning [ Compromise of user privacy facilitating unauthorized surveillance, tracking, and targeted social o 5
engineering attacks.
Induction of malformed vehicle control messages or invalid authorization codes via the generation of : S
P2.6.2. |hazardous commands by the MLLM.
MLLM | Execution of restricted operations resulting from the circumvention of safety guardrails and misuse of ; o
privileges.
3.3.4 O&| AlLRRIe =& 0) 2 71Q1A B (Privacy, P) 7t 18] 2 EH& & 9o

a3 AltE] L= A FL._—.x}E} 75} paE £2
o] Al Al &S WA=

z—?o] 7;#011_,]_5] ol—)«] z]

| Z 2o whe} Severe(4]Z}), Major(5-2.), Moderate (Iﬂ.
%), Negligible(A 1)) 522 H71 & & Yok £

3 251<] FHANI 0.9 Aol HHY S VAT ) A% o) Alfel el ol BRE Qs &Ml
W A s Al e BE Sk W A wet gkl & gle 9% Wk AdskA gt

e

= oF7(Safe, S), A5

(Financial, F), <% (Operational,
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3.4 Attack Path Analysis

T4 BEE W39 918 AldeE e g dds] f9
dAL =HQl PFEolthY) & ATl I =EH
18 AMveles) F3) AYeEle g 4 9o s AR
31, 1 Alelg dZsE FAZAR T AHE Atack
libraryol] A8} Al sleh= WA os 34 FEE =
Foleltt. FAF o=, FA FREo 742 Apike] B4,
FAAE] g&, 183 FAE 73R8 A 71EF F
9 FTHH o= aelsle] FREHATE A, 2 A
W3E 9 Al g A¥E] 918 TEARTT 39
slok = A8 213 219 AFE 2AEsel o F,
T 918 Ayl =&9 2A7 HAE Attack library
o] FAZAR FZA 7IUE F =239 (A A3 GAZ uf
2o 2M A9 7|3 A8 7FsdS FHII%L
npzjako 2 ol23h 34 P97} Al xHle v 7)E
A QL B4 HFHQ H3 AR dZFY
= 21 TAE 433 Table 102 )3 24 3
A& T3 &9 918 Ave el 33 AR AAE

Table 10 Attack path examples by threat scenario

nojET, WA ¥4 A2k T A%AE Fol 4T
% SIThe

3.5 2Ot RAL £&

ISO/SAE 214342] TARA X 2 4|20 A= 91§ An}e]
o Y A AL FA) o] GA= =AE AA|
HrplEe] wel 918 o g9A AedA AAs= &
Alolt}. &l THAlol 4] Reducing the risk7} 41 €] 75,
A8 #AAE A% 714 - 23H FAVF 2as] |
ol HeF @ FALRRS =E3t o] Bk @ FANES &
2 tHAlell A A 2] =] = Cybersecurity goals®] 7|8k 8 4~0]
o}, 2y 2 A oA 224 24| Hrpr|Ed] 7]k
39138 A 24 dAE TPk Ferh gEiA BE
AF AldE| 2ol dis) dBAFHe= H S FAE &
3} Bt 8 FARRE 7 ARkl dis] =29 A Al
vele, g8 Alvele, 32 A=, Attack library & <7
Bl ©& 3} HY3 B3 2X|E D i 99
AYE] 2 5L o] Bt e AR e 2 T3] shete] WY
33t o] 3 B5 Axle Het 2 A 8-S WA
g}, o] F AT EE TS HF 72 NS ES AT
gt Table 112 =5 ¥ H2F 8 FALEO] o Ajo|t). 2 A
Bt @ ARSI AAAE B8 ElE 5 U

Asset Damage scenario Threat scenario Attack path
Collapse of security i. Reconnaissance: The attacker analyzes the system's privilege
boundaries via privilege Inadequate Privilege and management policies and default configurations.
escalation or isolation bypass, | Permission Management. |ii. Vulnerability Discovery: Excessive default privileges or
resulting in persistent incorrect permission assignments are identified.
P2.1. manipulation, data (Includes insecure default | iii. Exploitation (Escalation): The attacker utilizes privilege escalation
0s exfiltration, and the settings, mismanagement of |  techniques from a low-integrity process to acquire administrative
neutralization of safety privileged accounts, and (root) privileges [AL-29].
functions, ultimately causing incorrect permission iv. Action on Objectives: With elevated privileges, the attacker
hazardous driving or assignments.) bypasses all security boundaries, neutralizes safety systems,
collisions. and establishes remote control over the vehicle.
y o . Induction of erroneous
e I
injury caused by maladaptive . . . .
aneLvers. planning system via stickers or paint.
P2.3. manipulation of external | ii. These visual changes alter the semantic meaning perceived by
Planning N A A visual semantics. the AT [AL-36).
& g;;ﬁfiﬁ; ?;l:ng’ iii. The planner generates a trajectory that follows the manipulated
.. (e.g., dltering billboards or semantics (e.g., driving into a wall).
deviation.) .
infrastructure.)
Induction of malformed Ablation of RLHF-based | i. The attacker gains access to the model's fine-tuning pipeline.
— vehicle control messages or safety guardrails via ii. A malicious dataset designed to reverse safety alignment is used
—— invalid authorization codes malicious Fine-tuning, for fine-tuning [AL-49].
via the generation of hazardous | aimed at eliciting restricted | iii. The deployed model unlearns its safety constraints and executes
commands by the MLLM. or harmful outputs. previously restricted commands.
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Table 11 Security requirements examples

Securi i nt
Asset No. O Security requirement Security requirement description
category
To prevent unauthorized node connections and
. Middleware and network services shall | mjection attacks, ROS/DDS middleware must utilize
uthentication
SR-38 ™ enforce mutualauthentication and bind | security plugins (e.g., DDS Security) forauthentication,
cess Contro
to specific intemal interfaces only and TPC sockets/services must not bind to
wildcard addresses (0.0.0.0).
To mitigate side-channel attacks (Spectre), KASLR
pA-1 Sensitive memory regions and A edssl B m;mc:'l ¢ 5‘1(5 I:]ac },15 Legs)
A 3 MM cr secr:
System Hardening & | execution contexts shall be isolated by/pass, an CXIrAction, erte ol (kegs
0 SR-40 R : and privileged code (SMM/TrustZone) must be
Platform Security using hardware-enforced N N A
s s isolated from user space using memory protection
protection domains. . . . . .
units and side-channel resistant coding practices.
All stored itive file t be ted, and
ey | et || e et sy oot
0y c (
SR-41 4 on' entiality protected using strong encryption and . pa © ITIUS P
& Privacy S e tampering. Session keys must be managed
authenticity verification. .
securely to prevent hijacking.
To mitigate the injecti f fake trajectori
Middleware communication channels O,m] AR HUROLOLLG R LR
Communication for planning inputs shall be anipulted Sttt Sames (€8, Sniecieney stop),
SR-61 Security & Inteer sthenti I:t od B)]g E ¢ unauthorized the planning module must verify the digital signature
SRR PELLY: | [euEIenHe : prc;v?n una e and source authenticity of all incoming
trajectory injection.
ROS/DDS messages.
The system must employ defenses against physical
Adversarial defense mechanisms and e ? O emp'ﬁ)y PR abdm,s 'ph)’SI'Cd
Al/Sensor . T ‘ adversarial attacks (stickers, patches), digital noise
P2.3. input sanitization shall be implemented A Lo =
v SR-62 Robustness & : : in cost maps, and indirect prompt injections
Planning . to detect semantic perturbations and s A
Input Validation PR (e.g., malicious text on signs) to ensure robust
prompt injections. .. K
decision-making,
The syst t validate deserializati 3 d
Sooursot sl oot yillali, | 5P VAL o picames
0 o
System Hardening & shall be implemented to prevent R AR ars preve o ma{rfoty VIOV,
SR-64 Platform S ity bitr de iherand and privilege escalation. Additionally,
atform Securi arbi code execution an
o s . Secure Boot must protect the boot chain
mer rruption.
S SR (CBoot/MB2) from tampering.
Multics Fioorkaniizionmi To defend against‘diractﬁndirect‘ prompt injecﬁort (e.g.,
Al/Sensor A : "Tgnore rules"), visual adversarial patches, and hidden
alignment mechanisms shall be L. A
SR-86 Robustness & J i text in images, the system must employ robust input
L implemented to detect and reject 5 i s ”
Input Validation . A filtering, adversarial training, and safety alignment
jailbreaks and adversarial injections. AR h
P2.6.2. (e.g., RLHF) to block malicious instructions.
MLLM To defend against algorithmic DoS attacks (e.g.,
Re: tas and algorithmi
oz s.ou{"oe flu") R PRI AROT sponge examples, token bombs) that exhaust GPU
Availability & complexity limits shall be enforced to :
SR-91 . N L. memory or energy, the system must enforce strict
Resilience prevent Denial of Service via e . ‘
limits on input token length, recursion depth, and
sponge attacks. g >
inference time per request.
3.6 HA2AE =& FH WPt 7bed FAH] A FEoE A 3)E)

2 Aoxe AbiE =2 Bt oA i3
W3 At 2 S8 AAE FYsk Ve Adde
GREla, o) F 7|Hko 2 F 38719 Hel A HE AES
3F =&t Table 125 £& € AA g 2Eo|t} ¢]
2 AIG2E Ag AL F3HA 2FARE 3
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Table 12 Checklist

the execution of unsigned/tampered code and boot-time privilege escalation?

No. Checklist item Security requirement No.
Is data ingested from external assets subject to rigorous validation of integrity and freshness| SR-1, SR-3, SR-6, SR-7,
CL-01 |[(anti-replay)?(e.g., Implementing HMAC-SHA256 or CMAC for integrity, and verifying SR-61, SR-62,
Timestamps or Monotonic Counters to prevent replay) s
Is input data accepted as trusted only when originating from registered and authenticated extemal SR-38, SR-43, SR-56,
CL-02 |assets?(e.g., Enforcing mutual authentication via X.509 Certificates (mTLS) or validating Digital SR-61, SR-81,
Signatures (Ed25519/ECDSA))
CL-03 Is secure chammel communication (e.g., end-to-end authentication and encryption) enforced SR-41, SR-53, SR-59,
between external assets? SR-66, SR-T1, - -
CLO4 Are all events related to external assets logged at a granularity sufficient to ensure non-repudiation | SR-5, SR-9, SR-13, SR-17,
and enable post-incident forensic analysis? SR-21, SR-26, - -
f\m unafuthorlzﬁd noe‘ics or devices (those not registered or authenticated) cﬂ'e(ftrveiy 'b]OCkﬂd fr0}n SR, SR-8, SR-12, SR-16,
CL-05 |interaction(e.g., Using 802.1X NAC for network access control, or applying strict Allow-list -
based MAC Filtering and Firewall rules) R i
SR-24, SR-28, SR41
Are session tokens and cryptographic keys identifying external assets generated, stored, ’ . ’
cLo6 |, . . 4 SR-140, SR-148,
distributed, and rotated via secure lifecycle management procedures? O
CL-07 Are guarant'ecs in ‘plac? 130 prevent the compromise or reuse (replay) of session tokens and SR-24, SR-28, SR-41, ---
cryptographic keys identifying external assets?
CL-08 Are remote interfaces (IVI, Cellular, Bluetooth, etc.) logically and physically segregated and SR-23, SR-33, SR-38,
isolated from the critical control network? SR-40, SR-47, SR-83, -
CL09 Are vulnerability mitigation measwres (updates, patches, filtering) actively applied to remote SR-23, SR-80, SR-82,
interfaces? SR-194, SR-218, -
CED Are control frames (commands, status messages) and associated metadata subject to SR-22, SR-68, SR-73,
integrity/freshness verification and tamper detection upon transmission and reception? SR-117, SR-199, - -
Are design and verification mechanisms in place to guarantee memory safety (preventing Buffer SR-31. SR-34. SR36
CL-11 |Overflow, Integer Overflow, UAF, TOCTOU, etc.)?(e.g., Adopting memory-safe languages like PP éR is éR-zﬁ' ’
Rust, or applying ASLR, DEP/NX, and Stack Canaries in C/C++ environments) PO !
CL-12 Is an appropriate privilege management mechanism enforced to prevent privilege escalation by SR-40, SR-47, SR-64,
unauthorized processes? SR-75, SR-87, ---
SR-35, SR-42, SR48
Are relevant security events logged at a level sufficient to ensure non-repudiation and forensic ’ ’ ’
CL-13 5 SR-54, SR-60, SR67,
analysis?
» . s . SR-24, SR-38, SR40,
CL-14 Are guarantees in place to prevent the compromise or reuse of session tokens and cryptographic SR41. SR-81
keys identifying internal assets and processes? ’ ’
EEaqs Does the system defend against Denial of Service (DoS) caused by memory leaks, deadlocks, | SR-2, SR-34, SR-39, SR-52,
UAF, or bus flooding, and provide recovery mechanisms in case of anomalies? SR-58, SR-65, ---
J— Are internal system metadata and state information protected from exposure via plaintext SR-25, SR-34, SR40,
transmission, weak encryption, debug outputs, or side-channels? SR-53, SR-71, SR-83, -
Ate detiug and disgnostic finctions activated only under strictly authenticated and authorized | T o o o2, SR-33,
cL |A de ug a agnostic functions activ. only under strictly authenticated and authoriz SR-83, SR-97, SR-102.
conditions?
SR-107, - -
CL-18 Does the Secure Boot chain enforce signature verification for platform and OS images to prevent SR-33, SR-37, SR46,

SR-50, SR-57, SR-63, - --
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No. Checklist item Security requirement No.
Eicis Ate defense functions in place to detect and mitigate spoofing or adversarial patterns at the sensor | SR-1, SR-6, SR-10, SR-14,
level (LiDAR, Radar, Camera, Ultrasonic, GNSS)? SR-18, SR-27, - --
SR-33, SR-46, SR-50,
S Is signature or integrity verification performed on configuration, map, and sensor parameter files, SR-57, SR-63, SR-69,
ensuring that unauthorized modifications are blocked? SR-74, SR-82, SR-89,
SR-220
S5 Are protection features applied during input processing to prevent output distortion caused by SR-31, SR-45, SR-51,
Command Injection? SR-62, SR-64, SR-69, - --
D??s the system provide dcfc'nsc mechanisms tovlvnammm oomputatim‘ cycles and minimize SR-34, SR-39, SR44,
CL-22 |ecritical data drops even under input overload conditions (e.g., random points, massive phantom SR-52. SR-55. SR-58. - --
objects)? ’ 2 J
CL-23 Do proo‘esscs f'id'herc to ﬂ]:c Prin'cip}c‘ of Least Privilege and isolation to defend against SR-29, SR-40, SR47, - -
unauthorized privilege escalation or isolation bypass?
St Are Command Codm' (m'” other Al inputs) gcmrathi by MLLMSs verified for authenticity and SR-62, SR-80, SR-86, - -
checked for Prompt Injection and Context Contamination?
CL.25 Does the system possess mechanisms to detect and mitigate physical and digital adversarial SR-18, SR-55, SR-62,
examples (stickers, light sources, lasers, phantom objects, etc.)? SR-86, SR-126, ---
CL-26 |Does the system possess mechanisms to detect and mitigate Transfer Attacks? SR SSII:-_(;OO"}SR-] e
SR-50, SR-55, SR-57,
CL-27 |Does the system possess mechanisms to detect and mitigate Poisoned Dataset injection? SR-62, SR-63, SR-88,
SR-89
p— Are inputs to the MLLM monitored to detect, verify, and block Prompt Injection, Context SR-55, SR-62, SR-80,
Contamination, and Adversarial Inputs? SR-86, SR-88, SR-194
CL29 Does the MLLM accept input (voice, text) only from legitimate, authenticated users and SR-27, SR-79, SR-81,
processes? SR-198, SR-222
CL.30 Are Command Codes and input data subject to rigorous verification against tampering and replay SR-22, SR-27, SR49,
attacks? SR-73, SR-79, - -*
o Are integrity verification and anti-deserialization safeguards enforced on models, policies, SR-45, SR-46, SR-50,
tokenizers, plugin files, environment variables, and temporary files? SR-51, SR-57, SR-63, - -
p—— Are sensitive data elements (user voice, text, intent, command codes, key slots) protected via SR-24, SR-29, SR-38,
encryption and strict access control mechanisms? SR-53, SR-71, SR-75, -
CL-33 Does the system maintain operational stability without computational or memory exhaustion under SR-52, SR-58, SR-65,
conditions of excessive token input, long-context ingestion, or alert flooding? SR-76, SR-84, SR-91, - -
CL-34 Does the system transition to a defined "Safe Mode" (fail-safe state) in the event of computational | SR-2, SR-70, SR-76, SR-95,
or memory resource exhaustion? SR-100, ---
Is access to log repositories and collectors restricted exclusively to authenticated and authorized SR.25. SR.94. SR.98
CL-35 |subjects?(e.g., Implementing RBAC (Role-Based Access Control) policies and ensuring OS-level S':R- 103 ’___ ’
isolation via SELinux or AppArmor) ’
CL36 Are attempts at unauthorized access, modification, or deletion of log repositories blocked, with SR-93, SR-94, SR-98,
such attempts being explicitly audited (logged)? SR-99, SR-103, SR-104, ---
Is the system hardened against insecure deserialization and arbitrary code execution SRS SHLS SRESE
CL-37 |wvulnerabilities?(e.g., Avoiding unsafe serialization formats like Pickle, and enforcing strict schema P éR—éI{} éR-45 =
validation for JSON/Protobuf inputs) : : ¢
L. - N N N L. A SR-80, SR-95, SR-100,
CL-38 Is the logging infrastructure resilient against manipulation or service interruption caused by the

injection of malicious event records (e.g., Log Injection or Log Smashing)?

SR-104, SR-105, SR-109,

800 gHRAEABYL =RY A34A H7E, 2026
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Checklist No.

1. Back-end servers used as a means to attack a vehicle or extract data

CL-01, CL-02, CL-03, CL-05

2. Services from back-end server being distupted, affecting the operation of a vehicle

CL-08, CL-15, CL-22, CL-33, CL-34

3. Vehicle related data held on back-end servers being lost or compromised (“data
breach™)

CL-03, CL-06, CL-07, CL-14, CL-32, CL-35, CL-36

4. Spoofing of messages or data received by the vehicle

CL-01, CL-02, CL-05, CL-10, CL-19, CL-24,
CL-25, CL-26, CL-28, CL-29

5. Communication channels used to conduct unauthorized manipulation, deletion or
other amendments to vehicle held code/data

CL-01, CL-02, CL-03, CL-09, CL-10, CL-20, CL-21,
CL-24, CL-26, CL-27, CL-30, CL-31, CL-37, CL-38

6. Communication channels permit untrusted/unreliable messages to be accepted or
are vulnerable to session hijacking/replay attacks

CL-01, CL-02, CL-03, CL-05, CL-07, CL-10,
CL-14, CL-21, CL-28, CL-29, CL-30

7. Information can be readily disclosed. For example, through eavesdropping on
communications or through allowing unauthorized access to sensitive files or
folders

CL-03, CL-04, CL-07, CL-13, CL-14, CL-16,
CL-32, CL-35, CL-36

8. Denial of service attacks via communication channels to disrupt vehicle functions

CL-08, CL-15, CL-22, CL-33, CL-34

9. An unprivileged user is able to gain privileged access to vehicle systems

CL-12, CL-17, CL-23

10. Viruses embedded in communication media are able to infect vehicle systems

CL-09, CL-11, CL-31, CL-37

11. Messages received by the vehicle (for example X2V or diagnostic messages), or
transmitted within it, contain malicious content

CL-01, CL-10, CL-19, CL-21, CL-24,
CL-26, CL-28, CL-30

12. Misuse or compromise of update procedures

CL-03, CL-06, CL-07, CL-09, CL-14, CL-18, CL-27

13. It is possible to deny legitimate updates

CL-08, CL-09, CL-15
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Checklist No.

15. Legitimate actors are able to take actions that would unwittingly facilitate a

cyber-attack

CL-05, CL-08, CL-17, CL-23

16. Manipulation of the connectivity of vehicle functions enables a cyber-attack, this
can include telematics; systems that permit remote operations; and systems

using short range wireless communications

CL-02, CL-03, CL-05, CL-08, CL-09

17. Hosted 3rd party software, e.g. entertainment applications, used as a means to

attack vehicle systems

CL-08, CL-09, CL-12, CL-18, CL-23,
CL-28, CL-31, CL-37

18. Devices connected to external interfaces e.g. USB ports, OBD port, used as a

means to attack vehicle systems

CL-05, CL-08, CL-09, CL-12, CL-17, CL-23

19. Extraction of vehicle data/code

CL-06, CL-07, CL-14, CL-16, CL-31, CL-32, CL-37

20. Manipulation of vehicle data/code

CL-04, CL-13, CL-17, CL-20, CL-21,
CL-31, CL-35, CL-36, CL-38

21. Erasure of data/code

CL-04, CL-13, CL-35, CL-36, CL-38

22. Introduction of malware

CL-09, CL-11, CL-18, CL-31, CL-37

23. Introduction of new software or overwrite existing software

CL-11, CL-18, CL-20, CL-31, CL-37

24. Disruption of systems or operations

CL-08, CL-09, CL-15, CL-19, CL-22, CL-25,
CL-33, CL-34, CL-38

25. Manipulation of vehicle parameters

CL-20, CL-21

26. Cryptographic technologies can be compromised or are insufficiently applied

CL-06, CL-07, CL-14, CL-16, CL-18, CL-32

27. Parts or supplies could be compromised to permit vehicles to be attacked

CL-18, CL-27, CL-31

28. Software or hardware development permits vulnerabilities

CL-06, CL-11, CL-12, CL-15, CL-16, CL-17,
CL:23; CL:37

29. Network design introduces vulnerabilities

CL-08, CL-15, CL-22, CL-23, CL-33

31. Unintended transfer of data can occur

CL-05, CL-17, CL-25

32. Physical manipulation of systems can enable an attack

CL-25, CL-26, CL-27, CL-28

43 7|& TARA 7|33jo| Him ¥ & 24

B Aol 4] A 2+ Physical Al 548 wHddH 39
AE 24 Adzke] Al a9E 245] 918l 719
STRIDE 71¥+e] 913 £4] A¥et £ A7) ¥4 23
& Hl a8t

4, 7P FE Aol 1  AHY AL R
W9l glt). 7]¥E STRIDE 222 o] g Z 3
AZEd O R YENT HFHES AEske w
Ao}, Al 229 St R FE A olY EEF
dlojee] §43 APE AP FA s HlOﬂt
=2 A7 EAg & £°], STRIDES] ¢
(Tampering)’ 3H5-2 41 9719 9] - A= =8 21' =
o}, codd dHoelgAow g5E Ed(Poisoned
model)’ o1} 913Fe] 917 P9 & Hlojd o] 27} F4]
H A hA o Al(Adversarial example) ¢} -2 Al 53} &
AL P &3] Tt AEetA] ) vhE, B d9]
& 4] A== MITRE ATLASS} OWASP LLM Top
102 E3Hge2H, 7|F TARAIA = 7]El 2.23H50]
L dubEQl 52 AR o E IFEHA Y EEE 7w

e
w
32
.
A&

N —J,J X l:ol- r|rur 1z

802 BEASABEE =2Y A34A ATE, 2026

& Z(Evasion), =% 93-8H(Model inversion), TFHZE
=% (Prompt injection) & Physical Al 32| F-#] 21 9]
A AU 2 AlEslsle =&330H.

ole} B Bof, A%A 2 91F A8 Aol A= F2fv|
g B ER1E AT L3 ADS o794 & o
o2 FME i Ax AjkE WP ELS 7E 7
tie] Holg) A4 2 Al ZE 2 A SHAA e &
FE AFYEEE =l 24 43, AFAHA AL
°]H'1E.°|' AFOUNES A =4, 87 A, Ad] &= AR

= FYHA AEst o, 7 7IMelA = by
?_1 5%{51"6] 8 T2 BoskA BRENY AT E Al
dlole] ¥ 913 (CL-19, CL-20, CL-22, CL-25, CL-26,
CL-27)3} LLM 53} 919 (CL-24, CL-28, CL-29, CL-31,
CL-32, CL-33)°] & A9 £4 AxtE F3 7iE A
292 &5 o= HA =&H 38719 AAg]~
E Z 2F 30 %°ll s15H, Physical Al €7l 4] =47
C’EPL:I’E}“ Ht AW A7 A d 2 o2 FEAF
& A|AFe



Physical AT EOMg 9|8t TARA ZUYI 74M A

5 d &

ADSE U5 AlM, 1% AR HAFHE, Al ¢8F,
V2XE 533 CPSt. 7€ YRR EHL AT E]
THoE WHFP Al garg]Fo] AAF TS 3
slaL E8ld 839 A& A 02 A5 A8 CPS 2
o] 1= A 83l7]ol= o8l go] EA %t

H A= o] 4 3 o2& S5-313L Physical Al Al
§o] Hel S grelr] S)8l, 7]E ISO/SAE 21434

#2 7|4t O 2 Physical Al 542 W33 239 99
4 AAHE Ageelt). £ Aol A Fg 919 4
2= STRIDE - MITRE ATLAS - OWASP LLM Top 10
S WHE HEolo 34 AYE| L E batlA o w A
8laz, Ak 2919 91 & F 3 A YEl . § dA A E
F JES TS 918 2 vl et 34 A
2 8B AnE ZAZ Beke AN A AEE
=3 selth

£ ATolA] Akt EE A1 4] dAte] dad
S 29 Bl AAYAEE F2Y 25 Alo]B Kt
W71 UN R 1559] Annex 5 Part A 91§ &=} ool &
sl AFsQln AngpH o R B AT 7)E] A%
Abo] B K¢k $13 ol B3l Physical Al I-5-2] 1§74 £
Tk G Het 8 FAI S AU =M, A=A}
7} 2 2p2k 4] $9(VIA) AAF 2 CcSMS ¢l &
ztel] disf) #AZo)a E-&2 20 ol ks A|A] &3l
o} o}2e], £ AT A7) AP Folu &&F A
S BAger] 98 AT QoA =E2E AA dlo]
AL T AL E 3 FH3tA®

thgk, B 9= Physical Al 3739] T3 18 S ¢
g Qlo] ¥ o2 AEsl= o FHE T, 23
HE Aol 918 58 715& 11284 5}] Attack Feasibility
9 Risk value THAIE= A1 9] 3131 T o] &= A A 44 §3l]
g A A E H A aE&H o2 ujEEly] %
A8 1A A F7HA Q] Ado] B ajks 9
u) gt & Ao A AR SR A1 B4 AL At
% U] Physical Al A 2=%19] B 2F 918 21 2 Q15 g
g5 42 A ERe] H71E 7|3 &5 I
Me 2 24 WiEe] A8 S AT A4F A
Tl 2R 2 A5y 2 EE] F v Physical Al
A2=¥l] Bol= gufjste] 1 WA AEA S AE5H
o2 AFT Ago|t). o] & AF7} MITRE ATLAS,
OWASP LLM Top 10 5 &3t Physical Al Al2=5]
o] A AIEYE H dojE] 53} 1P S FEHoz &
A es AAE A7), AR AL 7]9E Alo] =& 7}
B A" = g o2 g 7Hsst] Witk

Transactions of the Korean Society of Aut tive Engi

o, BF Al =Hel| o] & EdH o2 Ag3] lsiME o
& A 2=gle o}71E Ao} B2]F AL ukdsle Hlo)
B] SFE(DFD) 7]1¥ke] Ak &3] A1 Q<] shaL, 3
o 2pak 8 o] H 2 3HE Attack library S 758 34
o] g s}

Acknowledgment

£ A= SN 2 544716718597t
49 Yo F FPE “FARE7|RA A 7] &)L
2 DS YARI (AT A M E: RS-2025-13732975)
o] AT da}Eolr}.

References

1) N. Shamsi, K. Chandrasekar, Y. Long, C. Limbach,
K. Rebello and K. Fu, “WIP: Threat Modeling
Laser-Induced Acoustic Interference in Computer
Vision-Assisted Vehicles,” Symposium on Vehicle
Security and Privacy (VehicleSec), 2024.

2) S. Ghosh, A. Zaboli, H. Junho and J. Kwon, “An
Integrated Approach of Threat Analysis for
Autonomous Vehicles Perception System,” IEEE
Access, Vol.11, 2023,

3) Z. Abuabed, A. Alsadeh and A. Taweel, “STRIDE
Threat Model-Based Framework for Assessing the
Vulnerabilities of Modern Vehicles,” Computers &
Security, Vol.133, Paper No.103391, 2023.

4) 4. P. Zambare, V. N. Thanikella and Y. Liu,
“Securing Agentic Al: Threat Modeling and Risk
Analysis for a Network Monitoring Agentic Al
System,” arXiv Preprint arXiv:2508.10043, 2025.

5) ISO/SAE International, “Road Vehicles—Cybersecurity
Engineering,” ISO/SAE 21434:2021, 2021.

6) F. V. Jedrzejewski, D. Fucci and O. Adamov,
“ThreMoLIA: Threat Modeling of Large Language
Model-Integrated Applications,” arXiv Preprint
arXiv:2504.18369, 2025.

7)  F. V. Jedrzejewski, “Threat Modeling of ML-Intensive
Systems: Research Proposal,” CAIN 2024: Proceedings
of the IEEE/ACM 3rd International Conference on
Al Engineering — Software Engineering for Al ,
pp.264-266, 2024.

8) 8. Dellersnyder, “Mind the Gap: STRIDE-AI —
Your Clear Path to Understanding Al Vulnerabilities,”
Toreon, https://www.toreon.com/stride-ai-your-clear-
path-to-understanding-ai-vulnerabilities/, 2025.

9) ISO International, “Road Vehicles—Safety for
Automated Driving Systems—Design, Verification
and Validation,” ISO/TS 5083:2025, 2025.

Vol. 34, No.7 2026 803



10)

1)

12)

13)

14)

15)

16)

17)

18)

19)

20)

21)

804

Jihun Woo - Kanghyun Park - Junhyeong Lee

G. Lindemulder and M. Kosinski, “What Is a Data
Flow Diagram (DFD)?,” IBM, https://www.ibm.com/
think/topics/data-flow-diagram, 2025.

S. Hernan, S. Lambert, T. Ostwald and A. Shostack,
“Uncover Security Design Flaws Using the STRIDE
Approach,” MSDN Magazine, https://leamn.microsoft.
com/en-us/archive/msdn-magazine/2006/no-
vember/uncover-security-design-flaws-using-the-
stride-approach, 2006.

OWASP Gen Al Security Project, “OWASP Gen Al
Security Project Introduction and Background,”
OWASP, https://genai.owasp.org/introduction-genai-
security-project, 2023.

OWASP Gen Al Security Project, “OWASP Top 10
for LLM Applications 2025,” OWASP, https://genai.
owasp.org/llm-top-10/, 2025.

J. Ying, Y. Feng, Q. A. Chen and Z. M. Mao, “GPS
Spoofing Attack Detection on Intersection Movement
Assist Using One-Class Classification,” Symposium
on Vehicle Security and Privacy (VehicleSec),
2023.

B. Nassi, Y. Mirsky, D. Nassi, R. Ben-Netanel, O.
Drokin and Y. Elovici, “Phantom of the ADAS:
Securing Advanced Driver-Assistance Systems
from Split-Second Phantom Attacks,” CCS '20:
Proceedings of the 2020 ACM SIGSAC Conference
on Computer and Communications Security,
pp-293-308, 2020.

Y. Cao, C. Xiao, B. Cyr, Y. Zhou, W. Park, S.
Rampazzi, Q. A. Chen, K. Fu and Z. M. Mao,
“Adversarial Sensor Afttack on LiDAR-Based
Perception in Autonomous Driving,” CCS '19:
Proceedings of the 2019 ACM SIGSAC Conference
on Computer and Communications Security, pp.2267-
2281,2019.

S. Lee and S. Cho, “Aftack Scenarios Based on
UNECE Automotive Cybersecurity Regulation
(UN R.155),” Transactions of KSAE, Vol.29, No.8,
pp.717-732, 2021.

A. Shostack, Threat Modeling: Designing for Security,
Wiley, 2014.

M. L. Psiaki and T. E. Humphreys, “GNSS
Spoofing and Detection,” Proceedings of the IEEE,
Vol.104, No.6, pp.1258-1270, 2016.

M. Fukunaga and T. Sugawara, “Random Spoofing
Attack against Scan Matching Algorithm SLAM
(Long),” Symposium on Vehicle Security and
Privacy (VehicleSec), 2024.

W. Xu, C. Yan, W. Jia, X. Ji and J. Liu, “Analyzing
and Enhancing the Security of Ultrasonic Sensors

RSB =2 A34A H7E 2026

22)

23)

24)

25)

26)

27)

28)

29)

30)

31)

for Autonomous Vehicles,” IEEE Internet of Things
Journal, Vol.5, No.6, pp.5015-5029, 2018.

K. Eykholt, I. Evtimov, E. Fernandes, B. Li, A.
Rahmati, C. Xiao, A. Prakash, T. Kohno and D.
Song, “Robust Physical-World Attacks on Deep
Learning Visual Classification,” Proceedings of the
IEEE Conference on Computer Vision and Pattern
Recognition, pp.1625-1634, 2018.

K. Eykholt, I. Evtimov, E. Fernandes, B. Li, A.
Rahmati, F. Tramér, A. Prakash, T. Kohno and D.
Song, “Physical Adversarial Examples for Object
Detectors,” WOOT '18: Proceedings of the 12th
USENIX Conference on Offensive Technologies,
p.1,2018.

M. Ozdag, “Adversarial Attacks and Defenses Against
Deep Neural Networks: A Survey,” Procedia Computer
Science, Vol.140, pp.152-161, 2018.

A. Vassilev, A. Oprea, A. Fordyce, H. Anderson, X.
Davies and M. Hamin, “Adversarial Machine
Learning: A Taxonomy and Terminology of Attacks
and Mitigations (NIST Al 100-2e2025),” National
Institute of Standards and Technology (NIST), 2025.
MITRE Corporation, “MITRE ATLAS (Adversarial
Threat Landscape for Artificial-Intelligence Systems),”
MITRE Corporation, https://atlas.mitre.org/, 2021.
K. Greshake, S. Abdelnabi, S. Mishra, C. Endres, T.
Holz and M. Fritz, “Not What You've Signed Up
For: Compromising Real-World LLM-Integrated
Applications with Indirect Prompt Injection,”
AlSec '23: Proceedings of the 16th ACM Workshop
on Artificial Intelligence and Security , pp.79-90,
2023.

D. Kang, X. Li, L. Stoica, C. Guestrin, M. Zaharia
and T. Hashimoto, “Exploiting Programmatic
Behavior of LLMs: Dual-Use Through Standard
Security Attacks,” Proceedings of the 2024 IEEE
Security and Privacy Workshops (SPW), pp.132-143,
2024.

F. Wang, X. Wan, R. Sun, J. Chen and S. O. Arik,
“Astute RAG: Overcoming Imperfect Retrieval
Augmentation and Knowledge Conflicts for Large
Language Models,” Proceedings of the 63rd Annual
Meeting of the Association for Computational
Linguistics, Vol.1, pp.30553-30571, 2025.

A. Wan, E. Wallace, S. Shen and D. Klein, “Poisoning
Language Models During Instruction Tuning,”
ICML 2023: Proceedings of the 40th Intemational
Conference on Machine Learning, Vol.202, pp.35413-
35425, 2023.

Q. Zhan, R. Fang, R. Bindu, A. Gupta, T. Hashimoto



32)

33)

34)

35)

36)

37)

38)

39)

40)

Enhancing the TARA Framework for Physical Al Security

and D. Kang, “Removing RLHF Protections in
GPT-4 via Fine-Tuning,” Proceedings of the 2024
Conference of the North American Chapter of the
Association for Computational Linguistics: Human
Language Technologies, Vol.2, pp.681-687, 2024.

H. Li, M. Xu and Y. Song, “Sentence Embedding
Leaks More than You Expect:
Generative Embedding Inversion Attack to Recover
the Whole Sentence,” Findings of the Association
ACL 2023,

Information

for Computational Linguistics:
pp.14022-14040, 2023.

C. Song and A. Raghunathan, “Information Leakage
in Embedding Models,” CCS °20: Proceedings of
the 2020 ACM SIGSAC Conference on Computer
and Communications Security , pp.377-390, 2020.
S.-H. Chen and C.-H. R. Lin, “Evaluation of DoS
Attacks on Vehicle CAN Bus System,” IIH-MSP
2018: Proceedings of the International Conference
on Intelligent Information Hiding and Multimedia
Signal Processing, Vol.110, pp.308-314, 2018.
MITRE Corporation, “CVE,” MITRE Corporation,
https://cve.mitre.org/cgi-bin/cvename.cgi, 2025.

D. Bilika, N. Michopoulou, E. Alepis and C. Patsakis,
“Hello Me, Meet the Real Me: Voice Synthesis
Attacks on Voice Assistants,” Computers & Security,
Vol.137, Paper No.103617, 2024.

G. Zhang, C. Yan, X. Ji, T. Zhang, T. Zhang and W.
Xu, “DolphinAttack: Inaudible Voice Commands,”
CCS ’17: Proceedings of the 2017 ACM SIGSAC
Conference on Computer and Communications
Security , pp.103-117, 2017.

T. Sugawara, B. Cyr, S. Rampazzi, D. Genkin and
K. Fu, “Light Commands: Laser-Based Audio Injection
Attacks on Voice-Controllable Systems,” SEC *20:
Proceedings of the 29th USENIX Security
Symposium, pp.263 1-2648, 2020.

H. Zhou, W. Li, Z. Kong, J. Guo, Y. Zhang, B. Yu,
L. Zhang and C. Liu, “DeepBillboard: Systematic
Physical-World Testing of Autonomous Driving
Systems,” ICSE *20: Proceedings of the ACM/IEEE
42nd International Conference on Software Engineering,
pp.347-358, 2020.

Y. Zhang, Y. Zhu, Z. Liu, C. Miao, F. Hajiaghajani,
L. Su and C. Qiao, “Towards Backdoor Attacks
against LIDAR Object Detection in Autonomous

41)

42)

43)

44

45)

46)

47)

48)

49)

50)

Driving,” SenSys '22: Proceedings of the 20th
ACM Conference on Embedded Networked Sensor
Systems, pp.533-547, 2023.

A. Chattopadhyay and K.-Y. Lam, “Security of
Autonomous Vehicle as a Cyber-Physical System,”
Proceedings of the 7th Intemational Symposium on
Embedded Computing and System Design (ISED),
pp.1-6,2017.

S. K. Dhatrika, D. R. Reddy and N. K. Reddy,
“Real-Time Object Recognition for Advanced
Driver-Assistance Systems (ADAS) Using Deep
Learning on Edge Devices,” Procedia Computer
Science, Vol.252, pp.25-42, 2025.

B. Bi, “ADAS: Advanced Driving Assistance System
Based on Jetson Nano,” GitHub Repository, https://
github.com/Bill-Bi/ADAS, 2025.

A. Chattopadhyay, K.-Y. Lam and Y. Tavva,
“Autonomous Vehicle: Security by Design,” IEEE
Transactions on Intelligent Transportation Systems,
Vol.22, No.11, pp.7015-7029, 2021.

S. M. Khalil, H. Bahsi, H. O. Dola, T. Kordtko, K.
McLaughlin and V. Kotkas, “Threat Modeling of
Cyber-Physical Systems: A Case Study of a
Microgrid System,” Computers & Security, Vol.124,
Paper No. 102950, 2023.

NVIDIA Corporation, “Jetson Platform Services
Documentation,” NVIDIA Corporation, https://docs.
nvidia.com/jetson/jps/moj-overview.html#software-
stack, 2025.

A. A. Ali, S. Krayem, B. Chramcov and M. F. Kadi,
“Self-Stabilizing Fault Tolerance Distributed Cyber
Physical Systems,” Proceedings of the 29th
DAAAM International Symposium, pp.1173-1180,
2018.

UNECE WP.29 (World Forum for Harmonization
of Vehicle Regulations), “UN Regulation No.155 —
Cyber Security and Cyber Security Management
System,” 2021.

J. Woo, “ADS-Threat-Modeling,” GitHub Repository,
https://github.com/ddiyoung/ADS-Threat-Modeling,
2026.

J. Woo, K. Park and J. Lee, “Enhancing the TARA
Framework for Physical Al Security: Application to
ADS,” KSAE 2025 Annual Autumn Conference &
Exhibition, Busan, 2025.

Transactions of the Korean Society of Automotive Engineers, Vol. 34, No.7 2026 805



	Physical AI 보안을 위한 TARA 프레임워크 개선 연구: ADS 적용 사례
	Abstract
	1. 서론
	2. 배경 및 선행연구
	3. 본론 : 확장된 TARA 절차의 ADS 적용
	4. 검증
	5. 결론
	References


