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Abstract : As autonomous driving systems evolve, the number and variety of risk factors that targets these systems are also
increasing. Particularly, manipulation of sensor data or attacks on communication technologies like V2X can severely impact
the overall functionality of autonomous vehicles. To address such threats, the ISO/SAE 21434 standard introduces TARA, a
process used in threat analysis and risk assessment. Based on TARA, various risk assessment methodologies have been
proposed, with EVITA and HEAVENS among the most prominent. However, as these methodologies were originally
designed for conventional vehicle systems, they are limited in terms of complex architecture and functionalities that are
unique to autonomous driving systems. In this paper, we derived the risk levels of autonomous driving systems by using both
EVITA and HEAVENS methodologies, analyzed their limitations, and proposed an integrated approach that combined their
strengths so that they could provide a more suitable risk assessment framework for autonomous systems.
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Fig. 1 The attack surface model for connected and automotive driving system operations
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09 Basic Highly likely 5
10-13 Enhanced basic Likely -+
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Table 2 EVITA-Based attack probability for attack methods

Asset attack Elapsed time Expertise kjf,o);s't}ee?ge ;:?;m;; Equipment pjt:?l:;l pr:bt:tlilli f
CAN message injection 2 3 2 3 3 13 4
CANDoS 2 3 2 2 3 12 4
Key fob signal replay 1 3 2 2 2 10 4
Jamming unlock signal 2 3 2 2 2 11 4
Capture key fob challenge 1 3 2 2 2 10 4
LiDAR spoofing 3 6 4 3 4 20 2
Camera laser blinding 3 4 3 2 4 16 3
Inject via OBD-II Port 2 3 3 2 2 12 +
Memory access 3 6 4 2 3 18 3
DSRC injection 2 + 3 3 3 15 3
Wi-Fi flooding 1 3 2 3 2 11 4
V2X replay 1 3 3 2 2 11 +
Bluetooth sniffing 1 3 2 2 2 10 4
Wireless jamming 1 3 2 3 2 11 +
Malicious OTA update 3 6 3 3 4 19 3
Access personal media logs 1 3 2 2 2 10 B
Table 3 Severity classification
Class Safety Privacy Financial Operational
S0 No injuries. No data access. No financial loss. No impact on operation.
S1 Light/moderate injuries. o sp::;'g:::::::t;f;g data), Low level loss (=€10). Impact not discernible to driver.
2| ettt eliceormodey, Moderteloss(~€100, | Driveravam. Not
Moderate injuries for multiple units. | Anonymous data for multiple units. Takaien i nlpledlans.|  SSealilie MuwiyienoRe.
3 fatal iﬂ?;i?g:?{i‘ijfﬁes for Dr}?fer identity com[:{mmise'd, I-Ica}.fy loss (=€1000). ) Signi'ﬁcath unpact
mukiple wiis. Vehicle data for multiple units. Multiple moderate loss. Multiple units with driver aware.
S4 Fatal for multiple vehicles. Dﬁverﬂi?;;ﬁg;izss for Multiple heavy losses. Sig?i‘flch?:tkiﬂiz t for
Table 4 Derived severity scores per EVITA attack objective
Attack objective S_safety S privacy S_financial S_operational Severity
Disrupt vehicle communication 3 1 1 3 Safety (3)
Bypass authentication 1 2 2 1 Privacy (2)
Eavesdrop credentials 0 3 2 1 Privacy (3)
Manipulate environmental sensing -+ 1 1 3 Safety (4)
Gain unauthorized access 2 2 2 2 Safety (2)
Inject unauthorized messages 3 1 1 2 Safety (3)
Eavesdrop on communication 0 3 2 1 Privacy (3)
Deny service of the wireless channel 1 1 1 2 Operational (2)
Install malicious software 4 2 2 3 Safety (4)
Extract private data 0 3 2 1 Privacy (3)
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Table 5 Controllability classification

Class Meaning
C1 Despite operational limitations, avoidance of an accident is normally possible with a normal human response.
Cc2 Avoidance of an accident is difficult, but usually possible with a sensible human response.
o Avoidance of an accident is very difficult, but unc!f:r favorable circumstances some control can be maintained with
an experienced human response.
C4 Situation cannot be influenced by a human response.

Table 6 Controllability classification of attack objectives

Attack objective Controllability
Disrupt vehicle communication C3
Manipulate environmental sensing Cc4
Inject unauthorized messages C4
Install malicious software Cc4
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Table 7 Final risk levels based on EVITA
Objective Attack method Attack probability [  Severity Controllability Risk
Disrupt vehicle communication Inject spoofed CAN messages 4 C3 R6
Disrupt vehicle communication Flood CAN bus -+ 3 Cl R4
Bypass authentication Relay attack o+ 2 Cl R3
Bypass authentication Signal jamming 4 2 Cl R3
Eavesdrop credentials Sniff wireless signals -+ 2 Cl R3
Manipulate environmental sensing Send fake reflections 2 4 c4 R6
Manipulate environmental sensing Blind camera 3 4 Cl R4
Gain unauthorized access Connect rogue device o+ 2 Cl R3
Gain unauthorized access Exploit debug interface 3 2 Cl R2
Inject unauthorized messages Use forged V2X identity 3 3 C4 R6
Inject unauthorized messages Flood with fake messages -+ 3 Cl R4
Eavesdrop on communication Replay recorded traffic 4 2 Cl R3
Eavesdrop on communication Exploit bluetooth vulnerability 4 2 Cl R3
Deny service of the wireless channel Jam wireless frequency 4 2 Cl R3
Install malicious software Spoof update server 3 4 C4 R7
Extract private data Exploit media player -+ 3 Cl R4
Table 8 STRIDE-Based threat modeling of automotive driving system
Threat ID Component Threat STRIDE category
T1 In-Vehicle network Bus-off Denial of service
T2 In-Vehicle Network Impersonation Spoofing
T3 In-Vehicle network Fuzzing Tampering
T4 In-Vehicle network Injection Tampering
T5 In-Vehicle network Modification Tampering
T6 Infotainment system Impersonation Spoofing
T7 Infotainment system Modification Tampering
T8 Keyless entry Replay Repudiation
T9 Keyless entry Impersonation Spoofing
T10 Perception sensors DoS Denial of service
Ti11 Perception sensors Modification Tampering
Ti2 Physical ports Side-channel Information disclosure
Ti3 Physical ports Impersonation Spoofing
T4 Physical ports Injection Tampering
TI5 Wireless interfaces DoS Denial of service
Ti6 Wireless interfaces Side-channel Information disclosure
T17 Wireless interfaces Replay Repudiation
T18 Wireless interfaces Impersonation Spoofing
T19 Wireless interfaces Sybil Spoofing
T20 Wireless interfaces Modification Tampering
T21 Wireless interfaces Injection Tampering
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Table 9 Threat level per threat

UFe - HYE

Threat ID Expertise Knowledge of TOE Window of opportunity Equipment Threat level (TL)
Tl 2 2 2 2 1
T2 2 2 2 2 1
T3 3 3 2 2 2
T4 2 2 2 3 1
T5 2 2 2 2 1
T6 2 2 2 3 1
T7 2 3 2 2 1
T8 2 2 2 2 1
T9 2 2 2 2 1
T10 3 3 2 2 2
Til 3 3 3 2 2
Ti2 4 4 4 3 4
T13 3 2 3 2 2
Ti4 4 3 4 3 4
T15 2 2 2 2 1
T16 2 2 2 2 1
T17 2 2 2 2 1
TI8 2 2 2 2 1
T19 1 1 2 2 2
T20 1 1 1 1 1
T21 1 1 1 1 1

Table 10 Impact level per threat
Threat ID Safety Financial Operational Privacy and legislation IL total Impact level (IL)
Tl 10 100 10 10 130 3
T2 100 100 100 1 301 3
T3 10 10 10 10 40 2
T4 100 100 10 10 220 3
T5 10 10 1 1 22 2
T6 100 100 10 10 220 3
T7 10 10 1 100 121 3
T8 100 100 10 1 211 3
T9 10 10 1 1 22 2
T10 10 100 1 1 112 3
Til 10 100 1 1 12 3
Ti12 1000 100 100 10 1210 4
TI13 100 10 100 1 211 3
Tl4 100 100 100 10 310 3
TI15 100 100 100 10 310 3
T16 100 100 100 10 310 3
T17 100 100 100 10 310 3
T18 100 100 100 10 310 3
T19 1000 10 10 1 1021 4
T20 10 10 1 100 121 3
T21 10 10 10 1 31 2
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Table 11 Final security levels based on HEAVENS

Threat ID Threat Threat level (TL) Impact level (IL) Security level (SL)
T1 Bus-off 1 3 Low
T2 Impersonation 1 3 Low
T3 Fuzzing 2 2 Medium
T4 Injection 1 3 Low
TS5 Modification 1 2 Low
T6 Impersonation 1 3 Low
T7 Modification 1 3 Low
T8 Replay 1 3 Low
T9 Impersonation 1 2 Low
T10 DoS 2 3 Medium
Til Modification 2 3 Medium
Ti2 Side-channel 4 + Critical
Ti3 Impersonation 2 3 Medium
Ti4 Injection 4 3 High
T15 DoS 1 3 Low
T16 Side-channel 1 3 Low
T17 Replay 1 3 Low
TI8 Impersonation 1 3 Low
T19 Sybil 2 4 High
T20 Modification 1 3 Low
T21 Injection 1 2 Low
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Table 12 Threat identification — EVITA vs HEAVENS

Threat (from Fig.1) Component(s) in Fig.1 Identified by EVITA Identified by HEAVENS
Wireless interfaces,
Physical ports,
Impersonation In-Vehicle network, Yes Yes
Keyless entry systems,
Infotainment system
DoS Wirshoss tntectanes; Yes Yes
Perception sensors
Sybil Wireless interfaces No Yes
Wireless interfaces,
A In-Vehicle network,
Modificadan Infotainment system, ™ L
Perception sensors
Wireless interfaces,
Rephey Keyless entry systems s b
Wireless interfaces,
Injection Physical ports, Yes Yes
In-Vehicle network
4 Wireless interfaces,
Side-Channel Phiysicad tiofis No Yes
Fuzzing In-Vehicle network Yes Yes
Bus-off In-Vehicle network No Yes
Remote sensor Perception sensors Yes Yes
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Table 13 Proposed controllability to SAE J3016 driving automation level mapping

STRIDE E99 < #3311 98 Azl = AH S
283l = HEAVENS7} AL&58) A| 28]le] 53¢ 7
z9| 18E Hrkslr)el A s, B3 54 43 A7t
ol = Controllability S 31215} = EVITAS] $1§ H 7} ul-4]

A2~ EslE 98 HILE %

whebA) A&

SAE Level Label Driver engagement Cnntro];t:;itjs;f;luamn Notes / Rationale
: Evaluate by driver : <
Level 0 No driving automation {Driver]i:?::::rwe & controllability e pT::;?;:r:I]],DDT ag
’ (C1-C4, Scenario-dependent) £
Reauired Evaluate by driver System assists steering or
Level | Driver assistance (e mj ot ierieas] controllability acceleration/deceleration;
(C1-C4, Scenario-dependent) Driver monitors.
Reaquired Evaluate by driver System assists both steering and
Level 2 Partial driving automation (iver mj et} controllability acceleration/deceleration;
(C1-C4, Scenario-dependent) Driver monitors,
Level 3 Conditional driving Required Eﬁﬁ;;ﬁggﬂ System performs DDT;
automation (Driver must intervene) (C1-C4, Scenario-dependen) Driver must take over upon request.
A . System performs DDT, OEDR,
Level 4 High driving automation 3 Hotrerpuired ]f]x AC and fallback in defined ODD;
(Driver absent assumed) (Driver absent) .
No driver assumed.
iz . Not required Fix at C4 All conditions; Fully autonomous;
Lawels Fullunves st (Driver absent assumed) (Driver absent) No human driver concept.
Table 14 Risk under standard vs SAE J3016 automation level controllability
Attack method Controllability Risk E Risk_C4 (Risk_C4) - (Risk_E)
Inject spoofed CAN messages C3 R6 R7 1
Flood CAN bus Cl R4 R7 3
Relay attack Cl R3 R6 3
Signal jamming Cl R3 R6 3
Sniff wireless signals C1 R3 R6 3
Send fake reflections C4 R6 R6 0
Blind camera Cl R4 R7 3
Connect rogue device Cl R3 R6 3
Exploit debug interface C1 R2 R5 3
Use forged V2X identity C4 R6 R6 0
Flood with fake messages Cl R4 R7 3
Replay recorded traffic cl R3 R6 3
Exploit bluetooth vulnerability Cl1 R3 R6 3
Jam wireless frequency C1 R3 R6 3
Spoof update server C4 R7 R7 0
Exploit media player Cl1 R4 R7 3
58] 27l Ao} 7hs A & ARA A Hol v} 1 o] A&7 AzgolA BT S A e a B3t
A% o2 WohE 4 gl AW A7l A A L2 frelR TS RET
A3H 02 EVITAE 919 484 919 971 BN ,.,M ol#F F 7k FAl o3 71&9] EVITAY
Azte] AHE AT Utk 58 919 A4 WolAE  HEAVENS W E F B H TS A AE T

15§ 4 gk,

=3 A| 2~ Hlo|| B3l v 2L A A 5)7)

918 41+= HEAVENS 9] 91§ 2" R €3} EVITAS] 55
28 H 7} 29 2 SAE J30169] A-&53) @S 4 3a)
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Appendix A. Scoring Rules for Table 1-11

- Appendix®l] 4] = 2] Table 1 ~ 112] Score % Level 44 1 2 S EVITA/HEAVENS T 9|
whet A Al gt ol A = Appendix @] 5 A S A o 2 A G313t
A.l1 EVITA
Table A.0 EVITA attack potential (Summarized and adapted)
Factor Level Comment Value
=l day 0
=1 week 1
<1 month 4
Elapsed time <3 months 10
<6 months 17
=6 months 19
Not practical The Attack cannot be measured in a timescale oo
Layman People with relatively little knowledge 0
Epettise Proficient People familiar with security system 3
Expert People familiar with algorithms and disciplines used in security 6
Multiple experts People who are experts in various fields related to attacks 8
Public Can be obtained through the Intemet 0
Knowledge of Restricted Some intemal details known 3
System Sensitive Constrained only to group members 7
Critical Known by a few individuals 11
Unnecessary/unlimited Does not need any kind of opportunity 0
Easy Access is required for <1 day, number of targets<10 1
E\:;Z;]Oia:ﬁ{t); Moderate Access is required for <1 month, number of targets<100 4
Difficult Access is required for >1 month, number of targets>100 10
None Access time is too short or number of targets is too small oo
Standard Easily available to the attacker 0
B Specialised Attacker can get without undue effort 4
Equipment - - - -
Bespoke Distribution restricted or very expensive 7
Multiple bespoke Different types of bespoke equipment are required 9
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Table A.1 EVITA risk matrix (Summarized and adapted)

55 § Attack probability
Controllability Severity
1 2 3 e )

1 RO RO R1 R2 R3

' 2 RO R1 R2 R3 R4
3 R1 R2 R3 R4 R5
4 R2 R3 R4 R5 R6
1 RO R1 R2 R3 R4

5 2 R1 R2 R3 R4 R5
3 R2 R3 R4 R5 R6
4 R3 R4 RS R6 R7
1 R1 R2 R3 R4 R5
2 R2 R3 R4 R5 R6

J 3 R3 R4 RS R6 R7
4 R4 R5 R6 R7 R7+
1 R2 R3 R4 R5 R6

4 2 R3 R4 RS R6 R7
3 R4 R5 R6 R7 R7+
4 R5 R6 R7 R7+ R7+

A2 HEAVENS

Table A.2 HEAVENS Threat Level (TL) parameter (Summarized and adapted)

Parameter Grade Value

=]

Layman (non-Expert)

Proficient (can perform common attacks)

Expert (can define new attack)

Expertise

Multiple experts (professional in each attack stage)
Public (public knowledge)

Restricted (limited sharing with extemel parties)
Sensitive (limited sharing with intemal team)
Critical (extremely limited)

Critical (always accessible)

High (accessible within a limited time)
Medium (restricted physical/logical access)
Low (very low availability)

Standard (easily available)
Specialized (available with little cost or effort)

Knowledge about TOE

Window of opportunity

Equipment 2 2 2
Bespoke (expensive or professional equipment)

Multiple bespokes (different equipment required for each attack stage)

Wl =|lolw|R|—=|lo|w|k]|—=|D|w]|td]|—

Table A.3 HEAVENS threat level (TL) score (Summarized and adapted)

Sum of the Values of TL parameters Threat level Threat level value
=9 None 0
7-9 Low 1
4-6 Medium 2
23 High 3
0-1 Critical 4

Transactions of the Korean Society of Automotive Engineers, Vol. 34, No. 22026 239



UFe - HYE

Table A.4 HEAVENS Impact Level (IL) parameter (Summarized and adapted)

causing significant consequences

Parameter Explanation Value
No injury 0
Light/moderate injuries 10
Safety : : : R
Life-threatening but survival probable injuries 100
Life-threatening and survival uncertain njuries 1000
No impact 0
) ) The damage remains most of the organization 10
Financial
The damage leads to financial losses but is not critical 100
The damage threatens the existence of'the organization 1000
No effect 0
. Emergence items or audio noise 1
Operational = =
Disruption of convenience functions 10
Disruption of safety-related functions 100
No impact 0
Violation of privacy/legislations but may not lead to abuses 1
Privacy & Legislation Violation of privacy/legislations leading to abuses 10
Violation of privacy/legislations leading to abuses and 100

Table A.5 HEAVENS Impact Level (IL) score (Summarized and adapted)

Sum of the values of IL parameters Impact level Impact level value
0 No impact 0
1-19 Low 1
20-99 Medium 2
100-999 High 3
=1000 Critical 4

Table A.6 HEAVENS Security Level (SL) matrix (Summarized and adapted)

Security Level (SL) Impact level (IL)
0 1 2 3 4
0 oM QM oM oM Low
1 oM Low Low Low Medium
Threat level (TL)
2 oM Low Medium Medium High
3 oM Low Medium High High
4 Low Medium High High Critical
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