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Abstract : In this study, we established the safety requirements and risk mitigation strategies for a longitudinal Smart Cruise
Control(SCC) system by using LiDAR sensors, focusing on Safety of The Intended Functionality(SOTIF). We applied the
System-Theoretic Process Analysis(STPA) to identify Unsafe Control Actions(UCAs), and developed risk scenarios by
analyzing disturbance factors in LIDAR sensors. These scenarios were assessed in a virtual simulation, determining Effective
Collision Speed, Time to Collision(TTC), and the Fault Tolerant Time Interval(FTTI). We evaluated the feasibility of driver
control transfer within FTTL. If it was deemed infeasible, additional time to handle defects was considered to meet safety
requirements. Furthermore, safety mechanisms were designed to ensure timely transitions and effective handling. Simulation
results confirmed that these mechanisms met safety requirements and mitigated risks. This study provided a comprehensive
guide to the SOTIF process, supporting future autonomous driving research and commercialization by enhancing safety
standards.

Key words : Autonomous driving system(ZF&738 AJAH), STPAA|AR-0] 24 IEAIA FA), SOTIF(Q=H 759
QFA4Ad), Hazard analysis & Risk assessment($]$] 4] 9! 37}, Safety requirement(QH 8 ARG}, Safety mechanism(QF
A WAHY L), Verification & Validation(5 2 2}4Q0)

Nomenclature Subscripts
K, : proportional gain L : loss
K; : integral gain VH  :vehicle hazard
Ve  :the effective collision velocity of vehicle x, km/h SC : safety constraint
Ve :the collision initiation velocity of vehicle x, km/h CS  :causal scenario
Ve : the post collision velocity of both vehicle, km/h TC  :triggering condition
m,  :the mass of vehicle x, kg TOT  :take over time
T : threshold TOR :take over request time

TOP  : take over possibility

"Corresponding author, E-mail: jwyoo@kookmin.ac kr

“This is an Open-Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License(httpy/creativecommons. org/licenses/hy-ne/3.0) which
permits unrestricted non-commercial use, distribution, and reproduction in any medium provided the original work is properly cited.

61


https://crossmark.crossref.org/dialog/?doi=10.7467/KSAE.2025.33.1.61&domain=http://journal.ksae.org/&uri_scheme=http:&cm_version=v1.5

1L M2

A& T8 71&9] F43 Gl ue) A F Al
o] A o g kA AL A A =HAM AeH A
o] ¢kl 54 sjdo] T8¢ HAZ FE Yok &
A A& 3 apgFo] AU Fa ok FAE 715 A
(Functional safety), X X K Automotive-Software process
improvement and capability determination) ~12] 37 ©] =¥l
71" SF#l(Safety Of The Intended Functionality, SOTIF)el|
F2 A5 H o] Jrk>? o] F SOTIFE =2 2153k9] ¢k
A3 BAE AgolH, o] g2 Al ="l o 2
2ol old, 9% 7|F AA A HAE 5 Q)= 2F
< g2k AEAQ 7% b FA] EFES 1S0 26262
N E A28 v dHE 8L g3l o 23
£ @331 JJA|TH SOTIFE o]¢} I ER Al~®lo] &u}
2 FEeieete A F A A, S I8 7T
o] gAY} 873 Wstel] didt o) -g 55 SollA YT 5
JE 8-S T 7l olok 1S0 214482 Bl ©] SOTIF
E g 9lon, o] FFL x5 AE £ 75
#Ag gkt 918 845 FHA8s] 98 aekE3d
o}, 53] 2 5 Ui 3 & <148t AakE met
Bl Al2H, ol & Bo] AME T8l E vlolEE A
g &la oA} 2L Ulgls AlaE A 4 = 3lE
A8 23S w331 vk SOTIFS] A WA -2 2019
ol wha) 9] o1 20220l Al FA A= ek

SOTIF #39] FAZ Q18] AT A& 53 Alie
22 oA Alas} 919 wEE xslisich djERHoR
A-&FP9 21A Al 2=He] 7|F B E R AT A A
oA AAE WA/ LA S HAF AlaL Al
o] o= EAHL

20193 H|E2 Model 39] AbaLe] W2, 11520
M AEFYE 3 T Ao aEEE 2 FE|
18 #sldsta A Ed e vQdAsl F= A
a7 A A FE ok B4 EddEE
AAEHA 28 A5 Edde]e] 9 2dE Aoy
°F 480 mE t R8s ok HH o}

201841 §-8] A|g-& =}=Fe] Alarol] ul2H, Camera,
Radar, LIDAR 5 2.2 o] 0] %] 21-& 53] A|2=¥lo] §A)
g xpgFo] Ao AAAE B 7hd BPAE 2514
8ol T= AL A Rk Q1A Al 2=¥o] ®az} 14
< U =4 7] ", 29 52 Al =39
A F Alo] 7t A A 5] P = A Zhek”

oA ¥ A-&F3 AL mQlA FL2 290A] AR
Q1% E3Els 9188 o)A dh= SOTIF A7 ™
P31 gl om, AlEl =F A 918 S S AsHA] £}

62 FIFASABYE| =Y AR H1E, 2025

Choi 592 SOTIF T 77} o) -2 Al 251 %5 3}
2ol w2 913 AUE] 2.8 =& PATL o] E A H
E A A AFstAY A28 A DS [l A
2l 7hol=g]l EFo] REFsive g A A sHA,
Camera AX 2 )42 2 SOTIF ¥79] 918 24 2 3
7t P EE AAEIT. 18 S Adstr] §1% e
2 Al2=819] Time budget =938}%1on, =3} Time
budget Wlell Ae1A Hgho] o]HA 5 Q= B¢ F7H4
QA g AIRME EESHE A AT

ek 87 AP Al 2H e £ F7] B A
202 Jdo|EHIL /A E oo} 3t o] & $I8lA
T TAAHQ kA HAUSS] AAZE DFF olH, o7
g HAUEE S8l Al="elA 2T 5 de BiE
398 & Sole Aol T8

B3 A& 53 Level 3 ©]749] 73 -9, LIDAR 4lA] 9] A}
&o] 5] A7k, AA7HA= LIDAR AlX 9] % 3
A &3}l thgk SOTIF A7} vi-$- F-53k A A o] t}.?

uleta] 7] AFE njEto 2 B =52 [iDAR AlA]
o] A5 eHA 233 A A SCC(Smart Cruise Control) Al 2=
§19] SOTIF &R.E 913 7lo] =21Q1& A|tRt. STPA
(System-Theoretic Process Analysis)S 7] {F 2 2 A] 28l 2]
AE ¢y el AU E Ao, 91 B L g
7He B8l A & AREE EE7h Yot Bite e
A8 WA ] A% A HAUE AAE S kA
8T ARSI Ele] AJ2H9] SOTIF B4E EX=
Fid=2

270l A13= SOTIFS] A 9], 8 B3 1g]a1 T2 A~
o dig 7 2E RoJFEr) 3o A= STPA 7|8k <k #
A& WPste, SOTIFRA ] 18 stz sh=
A8 B 41 Al e =F B4 S BoFErh 439
M 18S9 2 AT f1 Al EY ol 8
& wojFEr) 5o SOTIF 8 913 obd &7
ARLE £&38a, F HAYE A9 TS RAF
o, 6gol A A2S Pt}

2. SOTIF Overview

SOTIFE =¥ 7159 A& onsid, o x=d 7]
TESE EE AT R A8 2T 5 = 2
g 91382 AE] S8 AAIE i ol th 180 26262
9|=% 7]e o] b stttar 7Hd 8l a1, BE Al =% 2] 2.2}
ToE U3 AP ek 23 A=Hd 22F
e AMg F-Folv A A= QA8 s8] 2



S8 AMARIO] SOTIF SHE 9|3 STPA OFH B4 4 v & V UHE

& % 9k o]l ¥ 918 A7) S8 SOTIF/H 413
fglom, ol o|xd 7% ke BAs] A%
AW e ABYT). SOTIFE Suachs AL 23 47
oA S8 7150 Al BEolu} BE =R A%
BEoz Qe 91¥o] gl Suah

2.1 SOTIF Objectivity
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Fig. | Visualisation of the four scenario categories
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Table 1 Loss and hazard identification

Loss

Vehicle-level hazards

[L1] Loss or damage to a
vehicle due to collisions with
surrounding vehicles

[VH1] Failure to maintain a
safe distance due to incorrect
acceleration command output

[L2] Injury to passengers inside
the vehicle due to sudden
movements of the vehicle

[VH2] Failure to maintain a
safe distance due to incorrect
deceleration command output

Table 2 Vehicle-level safety constraints identification

Hazard

Description

[VHI] Failure to maintain a
safe distance due to incormect
acceleration command output

[SC1] Incorrect acceleration
commands must be prevented
to ensure a safe distance from
the leading vehicle.

[VH2] Failure to maintain a
safe distance due to incormect
deceleration command output

[SC2] Incorrect deceleration
commands must be prevented
to ensure a safe distance from
the leading vehicle.

3.2 Modeling of the control structure
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Fig. 4 SCC System Control Structure
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3.3 Identification of unsafe control actions
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Table 3 Unsafe control actions for the control action of the controller SCC

vehicle is using the SCC
system to follow the
vehicle in front, the

LiDAR sensor does not

provide relative distance
information. [VHI]

vehicle is using the SCC
system to follow the
vehicle in front, the
LiDAR sensor provides
incorrect relative
distance information.

[VHI] [VH2]

vehicle is using the SCC
system to follow the
vehicle in front, the
LiDAR sensor provides
relative distance
information either too late,
too early, or in the wrong
sequence.

[VHI] [VH2]

X Not providing Providing causes Too early, too late, Stopped too soon,
Control action i
causes hazard hazard out of order applied too long
Object Detection UCA-1 : When the ego UCA-2 : When the ego UCA-3 : When the ego UCA-4 : When the ego
vehicle is using the SCC | wehicle is using the SCC | vehicle is using the SCC | wvehicle is using the SCC
system to follow the system to follow the system to follow the system to follow the
vehicle in front, the vehicle in front, the vehicle in front, the vehicle in front, the
LIDAR sensor does not | LiDAR sensor provides | LiDAR sensor provides LiDAR sensor stops
provide object recognition incorrect object object recognition providing object
information. [VH1] recognition information. | information either too late, | recognition information
[VHI] [VH2] too early, or in the wrong too early or continues
sequence. providing it for too long.
[VHI] [VH2] [VH1] [VH2]
Object tracking UCA-5 : When the ego UCA-6 : When the ego UCA-T7 : When the ego UCA-8 : When the ego

vehicle is using the SCC
system to follow the
vehicle in front, the
LiDAR sensor stops
providing relative distance
information too early or
continues providing it for
too long. [VHI] [VH2]

Table 4 Transformation of UCAs into requirements(safety constraints)

Unsafe control action

Safety constraint

UCA-1 : When the ego vehicle is using the SCC system to follow the

vehicle in front, the LiDAR sensor does not provide object
recognition information. [VHI ]

SC-1

: When the ego vehicle is using the SCC system to follow the

vehicle in front, the LiDAR sensor must provide object
recognition information. [UCA-1]

UCA-2:

‘When the ego vehicle is using the SCC system to follow the
vehicle in front, the LiDAR sensor provides incorrect object
recognition information. [VHI] [VH2]

SC-2

: When the ego vehicle is using the SCC system to follow the

vehicle in front, the LIDAR sensor must accurately identify
objects. If it fails to do so, control must be transferred to the
driver in a timely manner. [UCA-2]

UCA-3:

When the ego vehicle is using the SCC system to follow the
vehicle in front, the LiDAR sensor provides object
recognition information either too late, too early, or in the
wrong sequence. [VH1] [VH2]

SC-3:

When the ego vehicle is using the SCC system to follow the
vehicle in front, the LiDAR sensor must provide object
recognition information in a timely manner. [UCA-3]

UCA-4 : When the ego vehicle is using the SCC system to follow the

vehicle in front, the LiDAR sensor stops providing object
recognition information too early or continues providing it
for too long. [VH1] [VH2]

SC-4:

When the ego vehicle is using the SCC system to follow the
vehicle in front, the LiDAR sensor must provide object
recognition information accurately at the required times.
[UCA-4]
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Table 5 Identification of Triggering Conditions

Causa] UCA Insufficiency condition Triggering condition
scenario
[TC-1] Sticking objects (water, ice, snow, mud,
[IC-1] The LiDAR sensor does not provide object | dust, car wash wax, insects, bird droppings) are
CS-1 UCA-1 recognition information due to a failure in detecting | adhered to the sensor surface.
the desired signal. [TC-2] Cracks or distortions on the sensor surface
alter the sensor characteristics.
[TC-3] Spatial obstacles (snow, rain, sand, fog,
[IC-2] The LiDAR sensor provides incorrect object | insects, etc.) are present in the same space.
CS-2 UCA-2 recognition information due to the point cloud data | [TC4] Interference with the LiDAR signal (direct
being perceived with an unexpected distribution. wavelengths from other vehicles, infrastructure,
natural environments) is present in the same space.

3.4 Identification of causal scenarios
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(a) CarMaker image

(b) Point cloud data
Fig. 8 CarMaker LiDAR sensor

(a) Random dropout - False Negative

(b) Gaussian noise - False Positive

Fig. 9 LiDAR sensor disturbance model
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Fig. 12 Severity assessment using effective collision speed
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Fig. 15 Results of FTTI by false positive
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Table 7 Identify take over possibility

Table 8 Risk Assessment Analysis Controllability
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scenario condition [s] Y [s] scenario condition
[s] 60CD >C0
60CD 1 2 -1 X - s o
: 60DD I 2 -1 X
st [TC-1][TC-2] 100CD ~Co
re-15re-21 [ 100cD 1 17 | 07 X
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100DD 1 17 | -07 X
60CD I 2 1 X 60CD >Co
CS-2 60DD 1 2 -1 X CS-2 60DD >C0
[TC-3][TC-4]| 100CD 1 17 | -07 X [TC-3][TC4] 100CD >C0
100DD 1 17 | -07 X 100DD ~Co
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Fig. 17 FTTI, TOR, and FOT for Controllability Assessment
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Fig. 18 FDTI, FRTI, FHTI as defined in ISO 26262
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5.2.1 Anomaly Detection Algorithm
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Fig. 19 Flow chart of anomaly detection algorithm
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5.2.2 Risk Mitigation Algorithm
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100km/h Decelerating speed Driving - False Negative
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Fig 22 Results of FTTI by False Negative with Safety Mechanism
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Table 9 Evaluation of the achievement of the SOTIF
Causal Driving FTTI Time Delay TOR ) .

o conditon [s] sl [s] TOP Severity Controllability
60CD 3 1.7 1.3 (0] S=0 =0
CS-1 60DD 2.1 1.7 04 (8] S=0 =0
[TC-1][TC-2] 100CD 3 2 1 0 S=0 Cc=0
100DD 22 2 02 (8] S=0 =0
60CD 3 1.7 1.3 (8] S=0 =0
CS-2 60DD 29 | 5574 1.2 (0] S=0 =0
[TC-3][TC-4] 100CD 3 B 1 0 S=0 Cc=0
100DD 29 2 0.9 (0] S=0 =0
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