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Abstract : Reliability is described as a probability that a system will operate properly for a defined length of time without any
failures, and is considered as one of the important design attributes. Safety critical devices, such as the Steer-by-Wire, should
be considered as redundant E/E architectures that are configured as two identical controllers to ensure higher functionality,
which is further defined as reliability that can recover from any failures. Two identically configured controllers should swap a
role in the redundancy scheme within the deadline when a system detects a fault. A challenge to dynamic redundant systems
is to determine a precise role in the active controller to operate a system, to detect errors in the active controller, and to take
over as a backup controller in the defined time. This paper studies dynamic redundant architectures and arbitration control
methods that can provide full fault-tolerance without any deviation in functionality even in the occurrence of faults.
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Subscripts HMT : hazard metric test
Sbw : steer-by-wire ME : mutual exclusion
SFA : steering feedback actuator CCF : common cause fault
RWA : road wheel actuator CRC : cyclic redundancy check
EPS : electric power steering system RTE : runtime environment
E/E - electrical and electronics PMSM : permanent magnet synchronous motor
ECU : electric control unit CCA : circuit card assembly
CAN : controller area network MCU : micro controller unit
IMC : inter-micro communication
ASIL : automotive safety integrity level LME
SG - safety goal AT A& T, A4 A58 § A1) BE A28 7]
FTTI : fault tolerant time interval & DAY A AT, A2 919 23 A|A~Ey) g
HARA  :hazard analysis and risk analysis 2}kl F= ok AJA] A]4Elo] XA ] Al ]3]
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Fig. 1 System configuration of steer-by-wire
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SEEAl BHOM Steer-by-Wire AlAHC| S Ao Yo &5t A
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Table 1 Safety goals of a conventional steering system

1d Safety goals ASIL | Safe state

Unintended steering assistance

SG-1 D | Manual st
shall be prevented anuia steet
SG-2 | Locked steering shall be prevented | D | Manual steer
SG-3 | Reverse steering shall be prevented | D | Manual steer
E i i hall
SG4 xcessive assistance shall be D | Manual steer
prevented
Sudden loss of assistance shall be Warning
SG-5 B s
prevented indication

re == dereciea) [ Safery ) erstas == off] [ Shut
M 3 Diagnostic. Down

Fi40 ~= i wog

Fig. 2 System safe state transition based on failure level
(1) F1: Permanent fault types or non-recoverable faults
(2) F2: Critical severity faults
(3) F3: Limited recoverable faults
(4) F4: Recoverable faults
(5) F5: Benign faults
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controllers in steer-by-wire
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Table 2 Safety goals of steer-by-wire system

Id Safety goals ASIL

Insufficient control of vehicle

Safe state

N 1
SG-1| lateral control in the system shall | C orrr'la .
(w/o deviation)
be prevented

SG2 Loss of vehicle lateral control in D Normal

the system shall be prevented (w/o deviation)

Unintended vehicle lateral motion Normal
SG-3 D

in the system shall be prevented (w/o deviation)

SG4 Incorrect steering feedback in the Normal

system shall be prevented. (W/o deviation)

Inability to allow driver to take

N 1
SG-5 |over in autonomous mode shall be| D orma

(w/o deviation)

prevented.
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Fig. 9 Test result on scenarios of system fail operation in
redundant environments
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Fig. 10 Safety validation result on scenarios of system fail
operation in vehicle environments
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