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Abstract : During the development of the E/E system for vehicles complying with the Functional Safety ISO 26262 standard,
if interference between the elements that make up the E/E system is likely to violate the safety goals or possibly violate the
mutual coexistence between the components of different quality levels, measures are required to exclude or mitigate them.
The first order for these measures is to perform a dependent failure analysis. Dependent failure analysis verifies that freedom
and independence are ensured from interference required by the elements by analyzing the dependency relationship between
the elements constituting the E/E system. In addition, it is used to secure safety measures in order to mitigate the possible
dependent failures. In this paper, we present cases of dependent failure analysis in the automotive industry and propose a
document format for dependent failure analysis that can be applied in practice.

Key words : Functional safety(”7]5<7) 1SO 26262(A5 = 7155 b4 <A 3E<E), Safety analysis(QF73 47),
Dependent failure analysis(2]<& 317 #4), Cascading failure($1 7] 32°g), Common cause failure(35 U< 17,
Freedom from interference(7+4] © 2 F-¥] 2] A1), Independence(S HA)
Nomenclature EMC : electromagnetic compatibility

ASIL : automotive safety integrity level EMI + electromagnetic interference
BLDC - brushless direct current FFI : freedom from interference
CAN . controller arca network FSR : functional safety requirement
CCF - common cause failure MCU : Microcontroller unit
CF - cascading failure PCB : printed circuit board
CMF : common mode failure M : quality management
CMU - clock monitoring unit SPI : serial peripheral interface
DFI : dependent failure initiators o2
ECU : electric control unit LMZ
ECC : error correcting code =1, & -7, ol 8, 7R, AF, ARs AL ok Sl A
E/E system  : electric/electronic system 255 = BE BE system= o2 74 940 d
EPS : electric Power Steering HESS] Yo oFolx] gt} o3k dAHE
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Fig. 6 EPS Architecture
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Application of Dependent Failure Analysis for Development of Automotive Electronics Complying with 1S026262 Standards

Table 2 Example of system development level dependent failure analysis for EPS

Target Element Type Measures for dependent failures
Does the If the The
D flects fi h bability of! ; : ; . | Tareet
D . Effects from  |Is there a probability o Measure for fault | Verifi- |described| described | (person |Identifi-
Element | Element | (Dependent Failures dependent fail iolating safe 1s7 CCF . . . comple-
) ) Initiators) ependent failure | violating safety goals? (CF (A)voidance or | cation | measure | measures are |or depart-| cation tion
(C)ontrol method to not applied, | ment) in | date date
apply? why? charge
It causes
Intermittent malfunction of (AU ficient
se sufficien
oscillation of Main MCU(H2). b i Perfor-
ass capacitor
EPS_ | Power | Main constant voltage (During memory There is a P p mance (HW), 21%% | 21¢%
capacity. XX, XX,
SYS_ | supply | MCU | +5V occurs due to writing, if the possibility of a CF @A) Usepa rgy ator test, Y SH, XX XX
ul
1 (H1) | (H2) |insufficient output of voltage is violation of SG 1. element v%ith Design Lee
the Power Supply | momentarily low, it fficient R review
sufficient capacity.
(H1). may result in pacity
incorrect writing)
. All devices There is n({poss}bility
EPS_ | Power | Main Unable to output including the of SG violation
includi
SYS_ | supply | MCU | “+5V’ due to faulty Mai MC[gJ(HZ) because CF
in
2 (HID) (H2) power supply(H1) . it automatically enters
are inoperable.
manual state.
. There is no possibility
All devices S
EPS_| Power | Sub Unable to output includin of SG violation
includi
SYS_ | supply | MCU | ‘+5V’ due to faulty the Sub MCI?(HS) because it CF
3 (H1) (H3) | Power Supply(H1) . automatically
are inoperable.
enters manual state.
There i ibili
EPS | P Motor Unable to output er(; :C?O,p;)S? ity
| rower Power | ‘PWR_Motor’ due to | BLDC motor is not ° Vio a. fon
SYS_ | supply - . because it CF
Relay faulty power driven .
4 (H1) automatically enters
(H23) supply(HI)
manual state.
~ O ~
Inability to handle (A) Wiring Design N Validation is
steering rotation redundancy review sufficient.
. angle.
Steerin | Sensor .
EPS Steering angle -> It may not . o (C) Perform
g angle | Interfac - . There is a possibility
SYS_ .. | sensor(H4) wiring | reflect the driver’s L. CF | plausibility check on| Fault (SW)
sensor | e circuit U e of a violation of SG 1. 21.XX. | 21.XX
X short circuit. willingness to steer the steering injection Y BK. o o
(H4) | (H10) while drivine. whil XX | XX
e driving, which angle sensor(H4) test Park
may lead to an signal.
accident.
An environmental (C) By measuring
defect - mechanical the torque generated Fault W)
aul
shock by the BLDC motor | . - 21.XX. [ 21.XX.
The torque sensor output, the force njection |- Y BK. XX XX
; ’ test Park
basically mea.sures Steering torque delivered from the es ar]
the force .apphed by processing error. tire can be estimated.
the steering wheel,
EPS_ | Torque Sensor but at the same time, - It may not
u uf i .
- q interfac . > | reflect the driver’s | There is a possibility (C) Since the effect
SYS_ | sensor .. | the force delivered . L. CCF .
e circuit i willingness to steer | of a violation of SG 1. of the impact
X (HS) from the tire can also o . .
(H10) b d while driving, which received from the
¢ measured. may lead to an ground is expected | Fault (SW)
However, the torque R S 21.XX. | 21.XX.
accident. to be injection Y BK.
sensor does not . XX XX
n hether th instantaneously test Park
ow whether the large, this is solved
force comes from the with the SW
handle or from the algorithm
tire. ’
~ OMIT~
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YT - 4 - Ol
There is no possibility
EPS_| Main Sub of SG violation Fault
) (A) Power supply |. . .
SYS_| MCU | MCU | Shared power supply | System shut down because it CCF redundanc injection N
X (H2) (H3) automatically enters Y test
manual state.
(A) Main MCU(H2)
d Sub MCU(H3) | Fault HW)
anesy ¢ . ) . .auA ( 21.XX. | 21.XX.
should use a device |injection Y SH,
with built-in clock test Lee
monitoring function.
EPS_| Main Sub Malfunction of | There is a possibility (C) Clock
SYS_| MCU | MCU | Shared clock - glitch |main MCU (H2) or| of a violation of SG 1, | CCF monitoring
X (H2) | (H3) sub MCU(H3) 8G2 is performed f?r Fault (SW)
each of the Main |, . . 21.XX. | 21.XX.
injection Y BK.
MCU(H2) st Park XX | XX
and SubMCUH3) | ar
to cope with the
clock abnormality.
~ OMIT~
324 SISO 20| ofF DY £4 ol7leA 9 8| Zws} T3 sHEglo] AA BAM
sheslo] ol ElAel A ApEe slmslo] AeMEge]  Basith shmsle] Fo) olF 14 B4 A =
34 d)aolth. DFI 8 olol g 243 sluglo] ARk v glo] A7} A 5 QlE(E, B = Bel A X atel
=2 7= g sh=9o] el gk «1% g A9 o= 7N sh=gllo] Aol gk A2 kit
2ol shuslo] Akt 57744 ofvl, Y4 B S el
Table 3 Example of hardware development level dependent failure analysis for EPS
Target Element Istherea | Type Measures for dependent failures
robabili If th Th
D Effects from dependent ’ of Y Verifi Does the d '; d ( ) Identifi Target
. ferifi- escribex erson | Identifi-
ID  |Element | Element| (Dependent Failures . o CCF Measure for fault K described P . |comple-
.. failure violating R cation measures are | or depart- | cation .
1 2 Initiators) /CF | (A)voidance or (C)ontrol measure . tion
safety method not applied, ment) date
> to apply? . date
goals? why? in charge
Unable t it
nable to monitor (C) Load dump s
BAT voltage. . HW)
R suppressed by adding a TVS 21.XX. | 21.XX.
This leads to the i Y SH,
. protection element at the XX XX
following: There i inout of th | Lee
re i in wer .
P Broken a. If the BAT voltage is e;]s, 2 put o the POWer SuppLy:
ower roken “power ossibili
EPS_ | Power y tor ci P it (HO)” abnormal, it may cause P " 4 ©) An anal tchi Fault
monitor | monitor circui ofa
HW_ |supply | . . malfunction of the . CF (C) An analog switch is injection
1 (1) circuit | due to load dumps at BLDC mot violation added to the input of the est
motor. es|
H9 hicle start- f SG 1 itor circui
(H9) vehicle start-up 1, possibility o s power monitor circuit (H9) (HW) 21XX. | 21.%X.
. .. SG2 to prevent the power Y SH,
of sending/receiving XX XX
. monitor circuit (H9) from Lee
incorrect CAN messages being driven beft .
when the BAT voltage eing driven . ore starting
. the vehicle.
is abnormal.
~ OMIT~
. (A) L.PF filter design for v ( SH,: 21.XX. | 21.XX.
Momentary s.teermg . ESD suppression XX XX
. torque processing error | There is a Lee
Steering | Sensor e .
EPS_ ) -> It may not reflect the | possibility Fault No measure is
angle |Interface
HW_ e rouit ESD from outside. | driver’s willingness to ofa CCF| (C) Perform Plausibility |injection required at the
sensor | circui
X a4y | a10) steer while driving, violation Check on the Steering Angle| test N HW level
which may leadtoan | of SG 1 Sensor because the
accident. (H4) signal. plausibility
check by SW.
976 BIASHBSS =22 A20A H108, 2021
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38 dF F MYS A% A= 1Y 49| 38

Steeri 1
Steering angle eerlrfg angie . No measure is
processing error. There is a s .
Sensor . sensor(H4) e (C) Perform plausibility required at the
EPS |. rierf Main ional . -> It may not reflect the | possibility heck on the steeri ) Fault HW level
interface signal processin check on the steering angle eve
HW_| . | MCU gnatp e driver’s willingness to ofa CF S ang injection
circuit error due to K . L. sensor because the
X (H2) . steer while driving, | violation . test e
(H10) Sensor interface hich lead t £SG 1 (H4) signal. plausibility
which may leadtoan | o
circuit(H10) fault. Y check by SW.
accident.
~ OMIT~
A) Use a devi ith HW)
(A) Use a device wi Design ( 21.XX. | 21.XX.
Vehicle speed CAN message error review SH, XX XX
Vehicle| CAN Shared processing error There is a check function. Lee
ehicle
EPS_ speed communication  |->It may cause a sudden | possibility No measure is
HW_ ig ut | circuit bus surprise to the driver ofa CCF (C) Message validity Fault required at the
X (158) (H14) -=>CAN due to the wrong torque | violation check by CAN protocol |, . au. HW level
message error output of the BLDC | of SG 1 and message integrity injection because the
. .. test
motor while driving. check by ID, CRC check. o plausibility
check by SW.
~ OMIT~
(A) Main MCU(H2) and Sub HW)
MCU (H3) should use a Design SH 21.XX. | 21.XX.
. device with built-inclock | review ’ XX XX
There is a .o . Lee
X . . o monitoring function.
EPS_ | Main Sub Shared clock Malfunction of main | possibility O It verf ook
ared clock -
HW_| MCU | MCU e MCU(H2) or Sub ofa |ccp| (©ltpe 0;’“‘5 ¢ ‘;“ ;
i
X | @2 | @) & MCU(H3) violation of monitoring for each o Fault (HW)
MCU(H2) and Sub o 21.XX. | 21.XX.
SG1,8G2 injection SH,
MCU(H3) by HW and test L XX XX
es ee
generates an interrupt when an
abnormality is detected.
Shard Ther s Nomesure s
ossibili require
EPS_| Main | Sub | communicationbus Malfunction of P . i (C) Validity and integrity | Fault ‘}{W ol
ction O ofa evel
HW_ | MCU | MCU - SPI L. CCF check for SPI injection
L sub MCU(H3) violation L because the
X (H2) | (H3) communication communication. test e
of SG 1, Plausibility
fmessage error SG2 Check by SW.
~ OMIT~
Interference between | There is a
3-Ph: A) The circuit is designed
EPS_| Main |- ase Unintended effocts | 220ent lines caused by | possibility ( ,31 © ;'rrc}" :Z et:;g“et et W) xx
river nintended effect with a sufficient distance to | Desi XX | 21.XX.
HW_ | MCU crosstalk causes the ofa CCF . en SH,
X ) output from crosstalk. for t " ‘olation of prevent review L XX XX
motor to operate violation of ee
(H20) . . P interference between lines.
unintentionally SG1,8G2
Short occurs inthe | There is a (A) PCB coating is applied to | Environ- (HW) 21.XX. | 21.XX
EPS | Main |3Phase|  Environmental | 3-Phase Driver Output | possibility prevent short circuit caused | mental SH, XX ) XX )
in .
HW7 MCU driver impact due to circuit logic due to the ofa cCF by dust or moisture. test Lee
X ) output ingress of dust | inflow of dust or moisture. | violation (A) Design a housing to | Environ- ME) |5 x| 21 xx
(H20) and moisture. eventually, unintended | of SG 1, prevent the inflow of dust or | mental JB, N
. . XX XX
motor operation occurs.|  SG 2 moisture. test Joo
~ OMIT~
(A) Use a MOSFET with HW)
sufficient margin Design SH. 21.XX. | 21.XX.
(A) Ensure sufficient review L XX XX
e
PCB pattern thickness ©
There i -
Eps |3Phas| o o | 3-Phase drive eri}]s. 2 © Afj‘i the fou"W];Tg
ossibili
~ |edrive output(H20) Malfunction of P vy c.1rc1.nt Og N to. enable
HW_ motor L. ofa CF | periodic monitoring of the
x output (H22) in-circuit BLDC motor olati . fthe BLDC | Faul
violation HW)
(H20) MOSFET short operating state of the  Fault ( 21XX. | 21.XX.
of SG 1 Motor. injection SH, X X
a. Current monitoring circuit | test Lee
logic
b. Motor position
detection circuit logic
~ OMIT~
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325 AZEQ0 £F2| o 1Y 24

2) 2LEgo] ol eA Aol BAEA St P

LI E ] op7|HA oA A H AT E o] dew sto] AL E o7} A3 %= Processing unit®] All-
=50] 54 g)dol. AA(FE) B2 e 49 T, AHAE A,
AL ESo] o] ek ofE g A 9] ol & 53l Oéjﬁ—?%)
ZEs]o] ol7|8A FEAAolY, AnESY] ZE 4 3) AZEs] #al shuslo] A%k welsle] Au
F7AE o ITh) YU B R 2TE o] ol 87k semEslo] 9l v B 9 s e A
e Az Edo] AA ®gAA7E B e sttt 1AL, 1SO 2] 4]
26262-6:2018 234 E2.20] 7] wle} o], AnkA 2EE] 5o o Y 2 Ao ArES
oz sEgole] AFe TEEHA ok thet 2 o or|8A A ANE 5 ArkE, B =RelME
5 1 s >
A% She o] 2gHe e gk Aol oz AME £xE6] olr|EH A7
1) HE] 7o A|2=B19] T} Processing unit . 2 UH% 5] gk A7 AJEFsit}).
=5 2 eglol(dy ol o] FHH A9l
Table 4 Example of software development level dependent failure analysis for EPS
Target Element Type Measures for dependent failures
DFI Is there a Does the If the The
Effects fr bability of ifi- i i ifi-
ID |Blement| Blement | (Dependent Failures ‘ e(;: St fOT Pro.al 1t.‘ty o CCF Measmte for fault Ver.lﬁ described | described |(person or Iden.tlﬁ Target
1 2 Initiators) ependent fatlure violating ICF (A)voidance or | cation |measure |measures are| depart- | cation | comple-
safety goals? (C)ontrol method to not applied, | ment) in | date |tion date
apply? why? charge
Power status monitoring (C) Addition of an
logic (S3) is not external
Power executed due to th.e stuck . w:atch-d(.)g Timer sW) 21.XX. | 21.XX.
of the control logic(S1). There is a with a window to Y BK.
EPS_| Control | status s Fault XX XX
SW | logi itor -> Although the power possibility of CF release the stuck | ot Park
i i inj
- (OSglj rmln . "8 condition monitoring a violation of of the control Jt tm
ogic . esi
( Sg3) logic (S3) itself is not SG1,SG2 logic.
faulty, a fault that cannot (C) Switching to W)
. 21.XX. | 21.XX.
be executed due to the manual state via Y BK.
. XX XX
control logic(S1) occurs! . safety MCU(H3). Park
Unable to monitor
BAT voltage. (A') .Mejmory . (SW)
This leads to the partitioning and | Design v BK. 21.XX. | 21.XX.
following; Restricted .use of | review Park XX XX
a. If the BAT global variables.
voltage is abnormal, This can be
P i There i
EPS_ | Control S;\::Sr Overlapping of variables 1t‘may' Caus? OSS?;‘;:S ao i solved
SW_| logic L. due to the use of global malfunction of the | P L. & CCF|  (C) Memory through
2 S1) monitoring variables BLDC motor. a violation of otection through memory
. rotecti U
logic(S3) b. There is a SG1,8G2 P e partitioning
- memory N
possibility of ¢ and
sending/receiving ma:?m Restricted
ni
incorrect CAN " use of
messages when the global
BAT voltage is variables.
EPS | Control Power abnormal. There is a (C) RAM fault Fault (SW)
ontro! aul
- . status RAM data error due to possibility of control through | .. . 21.XX. | 21.XX.
SW_| logic L. L. CCF injection Y BK.
3 1) monitoring soft fault a violation of ECC/EDC test Park XX XX
es| ar]
logic(S3) SG1,SG2 functions
Inability to execute the (A) Task Simu-lat W) 21.XX. | 21.XX
EPS_| Control Power po.wef condit.ion Th?r? .is a S.ChEdUI.i“g jon Y BK. XX XX
SW | Toei status monitoring logic(S3) possibility of CCF simulation. Park
ogic
4 - ( Sgl) monitoring | caused by a scheduling a violation of . Fault (SW)
logic(S3) | fault(incorrect execution SG1,SG2 (C) Task execution injection Y BK. 2LXX. | 21.XX.
. . check monitoring XX XX
time assignment). test Park
~ OMIT~
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Application of Dependent Failure Analysis for Development of Automotive Electronics Complying with 1S026262 Standards

Steering rotation angle
processing logic(S4) is R
St 1
not executed due to the roizgsr;i m;rgrzr (C) Addition of an
Steering stuck of the control >pIt gt q ’ | Therei external
-> It may not reflec ere is a
EPS_| Control | rotation logic(S1). Y ., o watch-dog timer | Fault (SW)
. . the driver’s possibility of . . .. 21.XX. | 21.XX.
SW_| logic angle |-> Although the Steering | . . . CF | with a window to | injection BK.
K . . willingness to steer | a violation of XX XX
X (S1) | processing | rotation angle processing | .~ . . release the stuck test Park
i R R K while driving, which| SG 1, SG2
logic(S4) | logic (S4) itself is not of the control
may lead to an R
faulty, a fault that cannot R logic.
accident.
be executed due to the
control logic(S1) occurs!
“tchi
© Swlltctaltng .to (]iKW) 21.XX. | 21.XX.
manual state via .
XX XX
Safety MCU(H3). Park
BLDC n?otor may (A)Restricted use | Coding (SW) 21XX. | 21.%X.
malfunction due to of global rule BK. XX XX
. sensor value variables. check Park
Steering . .
. . processing error There is a
EPS_| Control | rotation Unintended data s
K . -> It may not reflect | possibility of
SW_| logic angle | corruption due to shared ., L. CCF
X | s ) the driver’s a violation of (C) Redundant Fault (SW)
process memory usage. .
logi (S“:lg) Ty usag willingness to steer | SG 1, SG 2 calculation injection BK 21.XX. | 21.XX.
ogic .
5 while driving, which through Safety | pak | XX | XX
may lead to an MCU(H3).
accident.
~ OMIT~
© . (SW) [21.XX.| 21.XX.
Implementation of
BK. Park | XX XX
SPI protocol
C
© . (SW) [21.XX.| 21.XX.
Implementation of BK. Park | XX XX
SPI Sending/receiving There i CRC code - rar
ere is a
EPS_| Control| COM |incorrect messages due to o Fault
SW | losi . ) £SPIL possibility of CF (C) SPI Self Test | ot
X7 osgllc I .mg 0ss or a.ge: a violation of : Self test is m‘lt 1ton
(S1) ogic communication SG 1,5G2 performed to es|
(S10) messages. . .
. check if there is
1. The system is not b ity i (SW) |21.XX.| 21.XX.
any abnormality in
booted because the Y ol K4 BK.Park | XX | XX
boot code cannot be communication
read from the flash A real
during
initialization..
2. May cause (A) Memory
malfunction of the partitioning and (SW) [21.XX.| 21.XX.
Safety MCU(H3). restricted use of BK. Park | XX XX
global variables.
s There is a This can be
EPS_ | Control| COM Unintended data s . Ived
SW | losi . tion due o shared possibility of CCF Design solve
ogic | processing | corruption due to share
- 5 R e P a violation of (C) Memory review through
X (8D logic memory usage. SG1,SG2 protection through memory
(810) memory partitioning
management unit and
MMU) restricted
use of global
variables.
~ OMIT~
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