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Abstract : Since the forensic approach to digital devices began, evidence subject to digital forensics has been steadily
increasing. The reason is that general devices are equipped with storage media on their operating systems, and they are
becoming the subject of digital forensics. In particular, electronic and autonomous driving performance is rapidly growing in
the automotive field. Since these functions are installed, various user convenience functions have been provided. In the
automotive field, various parts are becoming electronic; however, the audio, video, and navigation(AVN) system that directly
connects with users to exchange data is the most important in the digital forensic field. In this paper, we introduce some
examples of data acquisition and analysis of the damaged vehicle AVN system.
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Fig. 1 Process of mobile forensic data acquisition
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Fig. 6 Chip-off on DVRS system
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Table 2 Extracted files using emergency download

Folder name Num. of files Capacity
1.Drive_Normal 360 15.6 GB
2.Drive_Crash_Event 80 1.18 GB
5.Switch_Event 6 90.5 MB
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Table 3 Example of extracted MP4 files

Folder name Example of file name
NOR 20201001 134148 F.mp4
1.Drive Normal NOR 20201001 134148 R.mp4

EVT 20201025 153258 F.mp4
EVT 20201025 153258 R.mp4

2.Drive_Crash_Event

NOM 20201011_131303_F.mp4
NOM 20201011_131303_R.mp4

5.Switch Event

B 2020001134546 F o4 Start offset : 60,099,440 (OKO3950870)
SiLE Box Size : 92 (OHOODDOOEE)
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=) moov .
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+ 0 (0X00)
+ 7 (0X000007)

0 1 2 3 4 5 6 17 8 9 10 11 12 13 14 15 ANSI ASCII
00 00 00 00 00 00 01 00 00 00 OC 75 72 6C 20 00 url

00 00 01 00 00 60 FC 73 74 62 6C 00 00 00 EC 73 “dstbl is
74 73 €4 00 00 00 00 00 00 00 01 00 00 00 DC 68 tsd Un
76 3 31 00 00 00 00 00 00 00 01 00 00 00 00 00 wvcl

00 00 00 00 00 00 00 00 00 00 00 05 00 02 DO 00 D

48 00 00 00 48 00 00 00 00 00 00 00 01 00 00 00 H B

00 00 00 00 00 00 00 00 00 00 00 00 00 00 18 FF TRR— 17
FF 00 00 00 fi2 68 76 63 43 01 01 60 00 00 00 BO ¥ L!nvc 5
00 00 00 00 00 5D FO 00 FC FD F8 F8 00 00 OF 03 1!?:372‘2
20 00 01 00 17 40 OL OC_ Ol FF FF 01 60 00 00 03 e gy
00 BO 00 00 03 00 00 03 00 5D AC 59 21 00 01 00 ° 1-¥!

. °

23 42 01 01 01 60 00 00 03 00 BO 00 00 03 00 00 #B

03 00 SD A0 02 80 80 2E 1F 13 5S¢ BB 93 24 BB 80 ] €€. -»“$»€
2E DO Al 28 22 00 01 00 07 44 01 CO F3 CO 02 10 .B;(" D Adh
00 00 00 00 00 00 14 62 74 72 74 00 00 00 00 00 btrt

4A 69 FF 23 14 9B 50 00 00 25 98 73 74 74 73 00 | Jiy# >F %"stts

Fig. 8 Information of H.265 encoding parameter
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- 0 (0%0000)
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Fig. 7 Front channel video file by emergency download
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name type fullpath thumb exist

NOM_20191210_024205 null null

NOM_20200111_111748 null null

NOM_20200111_131303 null null

EVT_20200125_152038 null null

null null

1

1

1

1
EVT_20200125_153258 1
mmm
EVT_20200125_230126 null null 1
EVT_20200126_015341 null null 1
EVT_20200126_235424 null null 1
EVT_20200127_191017 null null 1
1

1

EVT_20200127_222015 null null

NNN RN NN NN GO 0 o

EVT_20200128_000003 null null

Fig. 11 Example of DB files by signature carving

Table 4 Compare of total play time by each method
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Emergency download method 6h12ml15s
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