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Abstract : Quantitative evaluation of random failure for semiconductor elements is essential in the development of
automotive semiconductors that comply with the ASIL B or higher functional safety ISO 26262 standard. The most preferred
method for performing these quantitative assessments is the FMEDA analysis technique. FMEDA, along with the
introduction of ISO 26262, is a quantitative safety analysis that has been used in the overall automotive industry for many
years. However, the domestic semiconductor industry has little practical experience with FMEDA, perhaps because it is in
the early process of introducing the functional safety ISO 26262. Moreover, since there are few FMEDA-related data suitable
for the semiconductor level, it is difficult to understand and apply to semiconductor analysis. The aim of this paper is to gain
a better understanding of the quantitative safety analysis at the semiconductor level by presenting a method of performing the
FMEDA at the semiconductor level from a practical point of view.

Key words : Functional safety(7]°5 F%) ISO 26262(AH5 2 7] F 4 =7 Al 3£), Random hardware failure( 3= <]
o] 91k 317, Base failure rate(7] 3% 31745), Failure modes effects and diagnostics analysis(1. 7 == F &F 2 Xt &
A1), Quantitative safety analysis of semiconductor level( RF=A] 2] 7 244 k% #4), Semiconductor(RF = A))

Nomenclature .M2
ADS : automated driving system ZE2} AL T)E Z1AIF 49 A sl A,
ASIL : automotive safety integrity level E/E System =, FA7]AA} A]lx~vlo =2 stk sf2jc)lo]
BFR  :base failure rate FASN Watstar ek 8% A Aol A ] H
DC : dlagnf)stlc cover.age Eds= g ADS(AHE F3) A28 A Ao|t) 2}g
E/E System :electrfc/electromc system =3 A ~Ele S zo| AR S thZo] glota A%
EOS : electric over stress

Fpelo] ofut). o]l W3} o)A E/E System2] 3t
o] F&= WA o] F AL =] oJX]7) gk 18 s)
71w, 20181 1280l e 71527 1SO 26262

FIT : failure in time
FMEDA  : failure modes effects and diagnostics analysis

FSR : functional safety requirement

HW : hardware 2ndol| A= A 2ol REEA] FiEs F71ekqith “ISO
IP : intellectual property 26262 Part 11: Guidelines on application of ISO 26262 to
SG : safety goal semiconductors”?7} “1 7 o]t}

SPI : serial peripheral interface ISO 26262 Part 117-& ¥FE=Hof] tist 7597 1SO
SW : software 26262:2018 4§ 7Fo] =2}l 0 2 A Part 3, 4, 5, 6, 77 7¢
TSR : technical safety requirement
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Voltage WDT Manitor High side .
Monitor Driver 25,26 pin VAT_HS
Monitor
24 pin None
y v Y Y T A
. PWM
5678pin)TAG [ Je—>| JTAG > »| High side Driver 22,23 pin HS_Out
Control Logic
(8051) By
> [ow side Driver 20,21 pin LS_Out
t l 19 pin None
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9, 10pin, Signal 1 [ J—s  ADCO > i 17.18 pin VATLS
HW
Comparator
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Fig. 3 Example of the semiconductor architecture
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Table 1 Example of semiconductor structure analysis result

Part/Sub- Part: Number | Number of
No arvsu Volt Description ans Semiconductor technology utiber | um .er ©
part name type of gate | transistor
Voltage After generating a cor?stant Voltage. of 33V Analog Silicon: MOS : . o
1 5.0 V| (£0.2V) from the 5 V input power, it is supply Standard Linear circuits | 1,075.44 | 4,301.75
regulator i K part L.
power to all IPs in the chip. circuits
It monitors the case where the output voltage .
Volt alue of the volt lat d53.6 V and | Analog| oo™ MOS
r .
g | ‘OS5 5| Vaue o e VOTage reguiator exceeds 5.5 V AN ANAO8 | giandard | Linear circuits | 80.97 | 323.88
monitor when it is less than 3.0 V. When an error occurs, | part ireuit
circuits
an error signal is generated.
Generate a reference voltage for the ADC. The
Itage fl i i thy
- v; ffalge u(ituatlon acczrctl)mg t? fhteglr)ergni;e . Silicon: MOS :
andga; ifference is suppresse: using the thresho alo
3 EEN PP v usine €| Standard | Linear circuits | 108.08 | 43232
reference voltage of the forward direction of the PN part L.
. circuits
channel. It has a temperature coefficient of -
23mV/°C.
Dat It is a volatil for ily storing | Digital | o™ MOS </, ti
ata is a volatile memory for temporarily storing | Digita oW consumption
4 33V Standard 49,152.00|196,608.00
SRAM data. It has a size of 4 kBy. part andar SRAM
circuits
Silicon: MOS :
5 Code flash 33V Itisa r?on-volatile memo‘ry for permanently | Digital ' 1;);1 dard ROM 196,608.00| 786,432.00
ROM storing data. It has a size of 16 Kbyte. part L.
circuits
Error detection-correction logic to RAM that .
ts all single bit fault (sing] Digital [ 1201 MOS 1 ol circuit
n; i i T i r
6 | EDC-ECC [3.3 |  COmecs 3 singie ot faufl ISimg € error B Standard | o TS 3 035056 | 12,942.26
correction, SEC) and detects all double bit fault | part ireuit Micros, DSP
circuits
(double error detection, DEC)
SPI communication interface. It outputs an error Dicital Silicon: MOS : Dicital circuit
igital igital circuits,
7 SPI 3.3 V| message by communicating with the Master & Standard g. 5,443.76 | 21,775.04
part . Micros, DSP
MCU. circuits
Int ' Dicital Silicon: MOS : Dieital circuit
nternal igita igital circuits,
8 33V Internal watchdog timer & Standard & 23556 | 942.26
WDT part L. Micros, DSP
circuits
Compare input values received from input logic
channel 0 and input logic channel 1 as a Dicital Silicon: MOS : Dieital circuit
HW igita igital circuits,
9 3.3 V| Hardware-based. If the difference value is more £ Standard g. 20,363.23| 81,452.94
comparator . . part . Micros, DSP
than the allowable value, an error signal is circuits
generated.
Digital/li
Vi [Silicon: MOS | ‘gi; "(‘T 11near
Xe circuits(Telecom
10| ADCO |33V Analog-to-digital rter 0 Standard > 113,075.39| 52,301.54
nalog-to-digital converter part an .r CAN. CAN,
circuits
RAMDAC, -+*)
Digital/li
Vi [Silicon: MOS ;| ‘gi; "(‘T 11near
Xe circuits(Telecom
11| ADC1 |33V Analog-to-digital rter 1 Standard > 113,078.03| 52,312.12
nalog-to-digital converter part an .r CAN. CAN,
circuits
RAMDAC, -+*)
Silicon: Linear / digital
1 High—side 40V The output sigr.lal ac.cord.ing to the control logic | Analog BipolaF an.d circuits, high 1.008.64 | 7.634.54
driver (High side) is sent out. part | MOS circuits | voltage(>=6 V)
(BICMOS) | and Smart Power
176 3=RASA383 =23 A293 H2Z, 2021
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Table 1 Example of semiconductor structure analysis result

Part/Sub- Part Number | Number of
No arvsu Volt Description ans Semiconductor technology utiber | um .er ©
part name type of gate | transistor
Silicon: Linear / digital
13 Lon-side 40V The output signal a(fcor(?ing to the control logic | Analog Bipola.r an-d circuits, high 1,883.64 | 7.534.55
driver (Low side) is sent out. part | MOS circuits | voltage (>=6 V)
(BICMOS) | and Smart Power
High side Analo Silicon: MOS :
14 driver |3.3 V| It monitors the operation for High-side driver. art & Standard Linear circuits 311.63 | 1,246.53
monitor P circuits
Low side Anal Silicon: MOS :
nalo;
15 driver |3.3 V| It monitors the operation for Low-side driver. art e Standard Linear circuits | 309.06 | 1,236.24
monitor P circuits
Digital Silicon: MOS : Digital circuit
igita igital circuits,
16 | CLK Gen |33V Supplies a clock for each IP logic. & Standard g’ 1,132.33 | 4,529.32
part .. Micros, DSP
circuits
Silicon: MOS :
17 CPK 33V Always monitor CLK Gen IP to detect clock | Digital ' 1;);1 dard Dig.ital circuits, 83220 | 3.328.80
monitor errors. part . Micros, DSP
circuits
When reset ON, the reset signal is active, then Dicital Silicon: MOS : Dicital circuit
igi igital circuits,
18 | Reset Gen |3.3 V| supplied to all IPs in the chip. When reset OFF, & Standard g‘ 1,965.24 | 7,860.94
. .. part .. Micros, DSP
the reset signal is disable. circuits
8051 core is built in, and is in charge of
arithmetic operation and control. The output of
Control the high side driver and low side driver is Digital Silicon: MOS : Digital circuits
T 1 121 1rcul
19 % 133V| controlled by PWM method according to the | & Standard g * 1252.386.43(1,009,545.73
logic . . part L. Micros, DSP
ADC input value. Error signals are collected circuits
from each monitoring IP and transmitted to the
Master ECU through SPI communication.
ITAG interf Digital [ MOS | ictial cireuit
interface. igita igital circuits,
20| JTAG [33V ) 8 Standard & 1,156.98 | 4,627.92
(For executable file loading and debugger.) part L. Micros, DSP
circuits
4) Parts type: 2] i REEA] el ES] Types 7] 3.2.3 28 04|
Sk, Type<- “Digital part’, ‘Analog part’, ‘Mixed part’ Fig. 3-2 ¥t o}7| 8l Aol tf 3l o A] o], Table 1-=
7F ek HEEA] 2 24 Aol tigh oAl Fig 35 =
5) Semiconductor technology: 4] th W= Az HE 3}] Table 12 <HAd gt}
W2 A8 YA 714 73 (Semiconductor technology)
S 7lEdth dE E°l, Fig 33 % WA 3.3 QHd gIHUS A AT AHH2|R]
Architecture7} =1 %1 79, IEC TR 62380 Table 16”2
7ol w}2} Digital partsi= Digital circuits©l] 3 %™, 331 23
Analog low voltage Partsi= Linear circuits low voltage D) ot @ 7ALES fafe 7hsAd o] e HkeA]
(<6 Vol &= 32, Analog high voltage partsi= Linear HE 314 e E WXt AL 3987 Y3+ 71&
circuits high voltage (>=6 V)°l| 3 3-H c}. 2 el b WiAYF gk 7] 2S4S HA
6) Number of gate: T2 th HF= A A Eof 3t 5 8}5_’
7H APl E N FE 7]t ) SH wiAYFe] X A A ghe =&k A%
7) Number of transistor: 2] EH/E]’ HEE A Az Eof of o]xj-.
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Table 2 Example of description of safety mechanism for semiconductor

When an error is detected by the safety mechanism, the output signals of the High side and Low side
Define of safety status at IC level o . .
are blocked within 100 ms, then an error signal is sent to Master ECU.
Property
SM
SM name Detailed description o Avoidance of single point fault Avoidance of latent fault
No. Timing| Type - B ; .
DC | Rationale of evaluation | DC | Rationale of evaluation
Hardware-based
monitoring.
It claim to DC 99.0% fi
. Always|Internal [99.0 % cram o o ol -
It monitors the case where the voltages exceeding (above
Vol output voltage value of the voltage 3.6 V) the allowed voltage
oltage
SM-01 Monit g’ regulator exceeds 3.6 V and when it range.
onitorin
e is less than 3.0 V. When an error Hardware-based
occurs, an error signal is generated. monitoring, It claims to
Always|Internal|99.0 %| DC 99.0 % for voltages | - -
below (less 3.0 V) the
allowed voltage range.
In the case of ‘Jitter’
- |Internal|96.0 % - -
Clock Detection to clock error by at all *IDC(%) =1 - 0.04 =96 %,
ocl
SM-02 ... [time clock status monitoring.
Monitoring 20
It has an error rate of + 0.02 %. tock |1 1199.0 % In the case of ‘Stuck at
1 E - -
cloci | inferna °| fault’ DC(%) =99 %
cycle
178 si=AE2353| =23 A29d 235, 2021
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Table 2 Example of description of safety mechanism for semiconductor

arithmetic operation received from

the Control Logic.

Property
SM
N SM name Detailed description —_ - Avoidance of single point fault Avoidance of latent fault
0. imin e
g P DC | Rationale of evaluation | DC | Rationale of evaluation
BIST(Built-in self-test fi
Built In (Built-in selftest) performs 2} 60.0 | 1t claims to DC 60.0 %
SM-03 self test on the monitoring logic| . Internal | - -
Self Test |, . . time % for BIST.
inside the chip once after start-up.
Compare input values received
from ADC 0 channel and ADC 1
hannel H - . If th
c. annel as a ard\.zvare based. If the DC%)= 1 - 0.002 =
SM-04 difference value is more than the| Event |Internal|99.8 % - -
Comparator K i 99.8 %
allowable value, an error signal is
generated. It has an error rate of|
+0.1 %.
Error detection-correction logic Event |External|99.9 % It claim to DC 99.9 % for
ven ernal [99. - -
circuit to RAM that corrects all ’ the single bit fault.
SM-05| EDC-ECC single . bit fault (single error
correction, SEC) and detects all Event |Externall60.0 % It claim to DC 60.0 % for
double bit fault (double error| o [FXEMAIBTEION e double bit fault. ) )
detection, DEC)
Event Internal|99.0 % It claim to DC 99.0 % for
. 0 . . e - -
After comparing the difference ADC input value validity.
SM-06 ADC input [between the two values, check the The difference value
check |validity of the input values received Event lnternal 99.0 | comparison mechanism
from ADC 0 and ADC 1 channels. |~ " | /Mm@l = ) % | for ADCOand ADCI
claim DC 99.0 %.
Built-in internal watchdog timer. It
Internal It claim to DC 60.0 % f
SM-07 ntern monitors stuck status of Control| 200 ms |Internal |60.0 % clam to . O, orl -
WDT Logi ‘control logic stuck’.
ogic.
High side It itors th i atus of It claim to DC 99.0 %
monitors the operation status o
SM-08| driver the High-side dri P 20 ms |Internal{99.0 %| regarding short/open - -
e -side driver.
monitor failure of High-side drive.
Low side Tt itors th i at n It claim to DC 99.0 %
monitors the operation status o
SM-09| driver the Low-side dri Ie) 20 ms |Internal {99.0 %| regarding short/open - -
-si iver.
monitor W v failure of Low-side drive.
Moni fi
SPICOM | onors emors for - messages As it is an 8-bit check,
SM-10 .. |received from the Master ECU. Event |External|99.0 % s 0 - -
monitoring (8 bit CRC check) 1-(1/2°) =DC 99.0 %
The control logic is monitored by Tt claim to DC 80.0 %
m .
the master MCU. 1t is interfaced by 80.0 i ¢
.. 20 ms |External| - - regarding SPI
SPI communication, and Control % communication inabili
mm i .
Logic returns the results within 10 2k
Control |ms when the Master MCU requests
SM-11| logic |a specific arithmetic operation. The
monitoring [master MCU determines the error| It claim to DC 99.0 %
status  of the Control Logic| 20 ms |External(99.0 %| regarding computation | - -
according to the results of the fault for Control Logic.
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components + tae

emoli A
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T ()i o Al S AehR= AlgRe] Az v)&

T o Aol FuEo] s2eh= HA AR Az
vl &

T o A AW AdFH e AR s
A ATEAIZERE

n;: B X WHE ATE 593 iH1A] Phaseol &
A|8h= PCB9] ZjiLdE of ea Holi= == A
olF T

ATi: i HA GAo A PCBS] 74 8404 & 5 9
= 4 s At wAt
On/Off working phases$1 73-$-:

T+ discrete 221 A2, A&
o]aL, FE AAR] Ag-Ehd, W 2
otk L gke] 3329] 19ke] ATi AlXkell
aEch mepA] ol & 2k Ui &
Lol thEk dE<toln, A5 A AlEHo]dS
o] kel 1/30] A strh= A& BT
Storage or Permanent working phase$! 73-$-:
kel o] grol 3°CcrTF Yo, o] gke] A 717
2 -2 COFFIN-MANSON -4 2] o] 4] 93
o= SHolghs 2 oY 0}04 AT; =00
. o] Aol A sk g7l el el
W, AT; &= 28 7] 5ol a7t FQ Fa

o ] Hol= Wkt vto] 2% xfolo] U it
of 3.
X0 7] %= AT =8°C,
World-wide?! 7d-¢-, AT;=10°C.

3.4.3 29 OJA|
9] Table 3> Th AFako] a1 = T

D 9] 37HA UF- 2s =58 aEstal ZF 250
gk AZF A5 A7ES a1y, A -8 AlHS 5004
7to 2 )l\l—Xq 3}

2 obelsh e AERS] A w3 3ol
(D Phase 1: 2 night starts
(@ Phase 2: 4 day light starts

(3 Phase 3: non-used vehicle, dormant mode 30 days per

o~

year

9] Table 32 HTIAIF] ISO 26262-11:2018 4.6.2.1.1
(IEC TR 62380:2004)1| 4] A A% A}-&=}l tf &+ Mission
profile®] = ‘Motor control’} ‘Passenger compartment’Z}

% 714 stepiE)Eo] EAgTE AEe WAL A

L S
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+ Chassis F-©]™, ‘Passenger compartment’ =
o

S X gsl= 2] Body F--olt}. ‘Motor

control’ ©] Passenger compartment’ 2.t} 317 Z=71 0] &ot
st7] wZell, = 1] ek Adaglo] B2 o= ALkt
7] 913141 ‘Motor control’S AEIE 4= it} thg-2
“Passenger compartment’ ol 4] A}&-%] = sl E ghS A

gtk

(tac)l :

T;:
(ta)2:

T5:

(tac) 3

Ton:

Tof:

n:

AT]I

AT;Z

27°C, == ALl 370 T 3 A vk =9
PCBO] H{ T &%

0.006, 27 °C | A] ‘& 2}3k= Al 7ke] A7 vl&
30 °C, 2= Abo]E 370 T 7 WA WHEA] A
PCBO] ot 1 £

0.046, 30 °Cell A] &2tk Al17Fe] AZEH]
85 °C, =X= Alo] Z 370 F Al WA Wk
PCBO| vt 1 &=

0.006, 85 °COl Al “&2}3k= Al 7ke] A7Fv]&
0.058, o] FF o] s2al= A Alxke]
AZFHEEA, T+ T, + T3 =0.006+0.046
+0.006 = 0.058 T 500 / (365x24) = 0.058°]
=3

0.942, 5254 LAY AA/Fa BT A
2 A= WA AT AT HEZA - Tu=1-
0.058 = 0.942°]t}.

670, B %= HE AT, S 0k 31 A
Phaseol] ¥ X|sl= PCBS] HEWE 23] B
o]F= =% Alo]E FFH(2 night starts) O = A,
(365-30) x 2 = 670 cycles/year®] T}

Z AA GA A PCBL] 4 840 A & 5
U= G WE o] et HAL

(tac)1 working phases 5¢te] 1 21 : (0.006
X 27 +0.046 x 30 + 0.006 x 85) / 0.058 =35 °C
(tao)1 : night starts phaseol| 4] FR|(A| 17N E =
2 Het 9% t)7] =%, world wide night
Hit &2 5°C A& (ta) - (te)) =35 °C- 5 °C
=30°C

1340, F+ 2% HE AT,E BHHE = WA
Phaseol] ¥ X|sl= PCBS] HEWE 23] B
o= =5 AlolE T4 day light starts) O =
A1, (365-30) x 4 = 1340 cycles/year©| t}.

T AA @Al A PCBL] 4 8.0 A & 5
U= E Wso] et HAL

(tac)» working phases 5¢te] 1 21 : (0.006
X 27 +0.046 x 30 + 0.006 x 85) / 0.058 =35 °C
(tac): : day light startsoll A ] (A7) E 5]

A1t 5 o) 7] 2%, world wide day 33 w2
T2 15°C A8 (tao): - (tae)2=35°C - 15°C=20°C

n: 30, i 2% HE AT:;S FHESE Al A
Phase®ll ¥*|5l= PCBe| HEWE o3| B
ol= &% Alo]E F~%H(non-used vehicle) 2 =
A1, 30 cycles/ year (dormant mode 30 days per
year)©] T}

ATy: Al AR GAl A PCBE] -4 S4B 5
UE G s B Ak
Permanent working phase, storage or dormant®ll
M= AHZE E AlelE F A R HA 2
zteol o] at-& A-8-3517] 9130 world wide ATs
=10°C #-&3Ich

i
°C

3.5 7|2 JUFE(BFR) 4HY

351 8%
1) & HAYES A8 wrgahA] &=
A A Ee] gk 7] agES 2

golrt.

3.5.2 3P gor

718 ARl = ATAS A5 AAH9L o] 9
W, NS ER TR X g Eol 2
o 24 ek Ar gk,

olv=E "=

%

1) 97421 2175 (Permanent failure rate) 2+74:
32 TE BA R BE & A8E y|dte g vt
A4 dElHE gigk 740 1FES

/\\_}.
t}. Fig. 45 A v 25 2831 vl 4] g

2 Fig. 401 tf &t 7hefst A o)t}
(D Common factor:

-. Select the mission profile: ‘Motor control” H=+=
‘Passenger compartment’ £ & 5[L}E A Bk},

-. Manufacturing year: +5=4] #|l22 Ax=E =g
=g

-. Package information: WF= %] Package®l] tH3$l A 1.
= qga.

-. Dissipated power by the component: HF=A]] Z~H]
R e

Transactions of the Korean Society of Automotive Engineers, Vol. 29, No.2, 2021 181



T - 24 . OlaS

om Factor
Select the Mission Profile |Passenger compartment |
Manufacturing year : 2018 |year
a [(year of manufacturing)-1998] :
Package Information :
Which is table 17a or table 17b ? And package type : Table 17b|: Two rows connections packages
Package category (for RTH,): SoL|
Package type: SSOP|
S (number of pins) : 28
Pin pitch : 127 |mm
Package Width : 765 |mm
Package Lenght : 17.70 [mm
Package Diagonal ~ |mm
Dissipated power by the w
K (air flow factor) [ 1.4]: Natural Convection(XF&! T &) 0.15m/s |
X o
060 100 | 0024 | o001 | 003
RTH;, (°C/W) 8601 o = D o = D
s increase of the internal of the as tot,,
ATj = 2580 [°C during a T, phase. (This is the junction temperature increase for an integrated
circuit or a discrete device; this is the surface temperature increase for a passive device))
Junction Temperature
)= 5280 |°C
(t),- 5580 |°C
(1), 110.80 |°C
2. Die:
Assignment of failure rate by Parts
Effective failure rate of sub part
divided by number of transistors (FIT)
1 Digital circuits, Micros, DSP
2 Low consumption SRAM 4.151
3 FLASH 16.604
4 Linear circuits 0.159
5| Linear / digital circuits, high voltage (>=6V) and Smart 0.320
6 Digital/linear circuits(Telecom, CAN, CAN, RAMDAC, ...) 2.209
7 None 0.000
8 None 0.000
9 None 0.000
10 None 0.000
Total Die Effective failure rate (FIT) 47.660
o = 16.000 |: Epoxy Glass(FR4 / G-10) |
a. = 21500 |: Epoxy (Plastic package) |
Jo - a| 5500
T, = 0.06 x ( [ag - ac| )8 = 1.052
(), = 140,545
(), = 238012
(), = 13.262
(tave= 35379 : average temperature during the working phase for (t,); 5
AT, 38601
AT, 28.601
AT, 10.000
A, value by Table 17a (manual input) : FIT
A, value by Table 17b (It is i 8 3.140 |FIT
B e e 37032 |FIT : Package failure rate including solder joints between package and board
Rackace without solder ioints= 29625 [FIT : Total package failure rate without solder joints between package and board (80 % of package failure rate with solder
n® 1.058 |FIT  The package failure rate is assumed to be equally distributed among the pins
4. EOS (Electric Over Stress) :
™ = [ 0 [Non Interfaces |
Results of BFR(Base Failure Rate) valu:
Total Effective Base Failure Rate (FIT) without package
47.660 |FIT
Total Effective Base Failure Rate (FIT) with package
77.285 |FIT

Fig. 4 Example of calculation for semiconductor permanent failure rate

182 sR2AEaZEs =R A29A 23, 2021



BHEH| 20| FMEDA £8 et

-. K(Air flow factor): HH=A)] W37} vil-2]of] uj} A el
t}. o] 9]l IEC TR 62380 Table 132 3523k

-. RTH ja (°C/W) :
Junction and Ambient atmosphere. =2}l 2]3}] =}
Fo® ALkeTt

- ATy JH = 57 w2 el AFso=m

Thermal resistance between

Ak h
@ Die: ¥H=A]| Dieol] Aok WHeA] A EH 1
FE(Fi o)t
@ Package: RF=A]| Package®ll o gl 31°g-E(Fit)©]th.
@ EOS: RE=A 7} EOSell =& 745 AlAte )

(® Result of BFR(Base Failure Rate) value: ¥+ =3 Die<}
package% F3Fole WHeA] 712 agE gkl Tk
2) Y A]A Q1 21%-E(Transient failure rate) 2+ :
A A ] ATS A< Avts de] Aol
3}‘34 ARHAIE AjEo RA], AT E of g
A3 E ofj )= WA Y ol A Lt
*éx}ﬁ ol o3l of7] %= Hstol| ]3|
8] 29| =8 kE Z2 7] =9 AT A9
|4 o5 HEA 7| AU WA A el @
wj gkt o] 2] gk UAJH QI 51
QL SEEA o R A
o]tk e A
iﬂ flolx B 7)Ao FAHAE
tol SAE HolH & Fal 97 drh

T
o
o%“:

CROE
g
ot
%

fo
rlo
ofy

o

~

=

o O jg
n)
o f ¢
ﬁ

=]

ol

i

rlo

E
B2 o e

oX e M U o o e ook o
Bl )

flo L

rE r

D I - O

~
ppmni

P

I

~
o

3.5.3 24 oAl

1) 97221 11°4-E(Permanent failure rate)
Fig. 4% IEC TR 62380%] A gk wk=A <] o 4
ol TAE A} o2 Bz},

2) YA A1 317-E(Transient failure rate)

e 2 ox Y sEd thgk DA At whs
Foundry A 258 L=t} Table 4= SRAMOI| tj
gk AAAR] 31E & BHolTth AR At we)
Mbit & GAA ] A gho] el = dh

Table 4 Example of transient failure rate for SRAM

Condition Fit / Mbit
3.3V 312
5.0V 578

3.6 7|12 NS SISHBFR Allocation)

3.6.1 53

1) Die®] 4%, &Y 85 7 Part &9] 2] 214525 7N

fllo
Mo
ot
off
ol
£
e
ot
ol
ol
N

'3 3}9] Sub-part T2 IYE
A5tolth
2) Package®] 74-%-, Pin &

3.6.2 2 ok
1) Die®] 74$-
O WA DieE 78 AA WA A 7E A=
E7} A8 WA S Uis 0 24 o] Fo] X AL}
@ WA Dies A sk AA 571 AlolE Il =
= 57 ERA = el A N A ETE A&
H| 5= 571 Alo) E 7S = 571 EAX| 2H )
20 g2 Aol 5= 9k
2) Package-J 35
Uhaah 22 A o s el Xt
/(1] P #A 3 238H= A Pin 7).

3.6.3 24 OfJA|
1) Die®] 749~
@ WA oJgh iy

Table 5 Example of BFR allocation based on area

Part Sub part Block ?ea Part ratio | Failure rate
(mm°)

Part 1 | Sub part 1-1 0.12 0.158 1.579
10 Sub part 1-2 0.24 0316 3.158
FIT Sub part 1-3 0.4 0.526 5.263

Sum 0.76 1.000 10.000

Part2 | Sub part 2-1 0.07 0.171 2.561
15 Sub part 2-2 0.05 0.122 1.829
FIT Sub part 2-3 0.29 0.707 10.610

Sum 0.41 1.000 15.000

@57 A0 E Ei= 5 7F ERMA A Tleol] o7k i

Table 6 Example of BFR allocation based on equivalent
gates number or equivalent transistors number

Part Sub part Numl?er of Part ratio | Failure rate
transistors

Part 1 | Sub part 1-1 10,000 0.222 2.222
10 Sub part 1-2 15,000 0.333 3.333
FIT Sub part 1-3 20,000 0.444 4.444
Sum 45,000 1.000 10.000

Part2 | Sub part 2-1 30,000 0.400 6.000
15 Sub part 2-2 | 25,000 0.333 5.000
FIT Sub part 2-3 20,000 0.267 4.000
Sum 75,000 1.000 15.000
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2) Package 2] 7%~
A A B 77} 28 pin©] AL, Package] 1174-E-°] 40 Fit
b A & 3152 0.7 Fito] € th

3.7 FMEDA 24

3.7.1 22
1) HEEA] Sub partE = QP S FANE Qv AR5 4
3te] wdd A%(Single Point Fault), & ZAg
[e)

(Residual Fault), ZH#| A $H(Latent Fault)S 2] 3}7]
gholt.

2) AHE A% & o R vieAl] g HAM
Hardware architecture metric)S- 3 7}3}7] $1¢o|t},

3) b 2T AR fluel gigk JE BT SE6] W
A& H7ret7] fstelth

3.7.2 2k 4ot

1) WHEA] o7 B 2 5H AHE Sub partE 2 WA
AgK(Single Point Fault), %+ A 3$H(Residual Fault),
A AEH(Latent Fault)S 73+ 7420 A&y ¢
AV Q1 Aglel] tigk A2 Prhe g gt

2) 718 34E A e 2 okl wAYSY] X
W] A & vk sto] ALkt

3) IP= HHE=A) ] Part -3 Sub-partS 7} 71t}

=

71

3.7.3 2 OjA|

Fig. 5 Alotd WH=A] 4232] FMEDA 2Hd %4 9]

t} ofgfi= ol o] thgk Aol
1) Classification: Die part®2} Package partS -4
2) Part No: Semiconductor part number
3) Part Name: Semiconductor part name. ex) ADC, DAC,
CPU, SPI, etc,..
4) Sub-part Name: Semiconductor sub-part name.
5) IP No: Semiconductor IP number
6) Failure rate(FIT) for Permanent faults respecting each Sub
part: 7] 31738 SF(BFR Allocation) O 2 H-E At
H2pE g7 AES 719
7) Failure rate(FIT) for Transient faults respecting each Sub
part: 7] 3175 ZI(BFR Allocation) &2 H-E 4%
HZhp E AAA AES 71 ek 54 1Pl o
shof AA]A AgES -8hx 5, 0 o= 7]
Aotk
Safety Related: IP7} Qb #&AQIA|o)] thgh oAFE
‘SR(Safety Related)’ == ‘NSR(No Safety Relate)’ &)
dsto] 71913
9) FM. Count: 7| % 1173 X =(Failure mode)°l T3k 7§
T AW o R s BEE s wdEH] S8l AF
Stk
10) FM. No: 327 E.=(Failure mode) 3
11) FM. Description: FMEA, FTA, DFA<} 722 <FA
off ofs)) Al HE ZH P g REE 7]esic)
12) Potential Effect of Failure Mode in Absence of Safety
Mechanism(SM) on IC level: SHd AU S A A,

2 i ReR 29 e JES Ve

O)1-
Ts

8)

A=}
RS

Failure Rate

Evaluation for SPFM Evaluation for LFM
- Failure = o
Part Sub Part Failure Mode . - distributi = T o E .=
[t =z, o2 = e w
2 2 5E2| S8 | B [ oy £ B
= 3 AT IRIAREE - BEEEIECNETY :
LB |2 5 % SHEEHEEH ;. Bt ARH :
eg &= c | Eslla|2|e|E|el|Z23s| 52 |ES | EZEE| 28| 55
g g = 2.3 s|Les(e(3|5|e|5( 88| 2| a8 PO sscs|8s | 23S S
2 2ls —§:’E tl8|t s B|382|E|(E|z|E|2||c>8| 52| £2=8(55| 8% IEO
3 §1=|s|528(588 8|3 £ £ |g5e(35|¢ o |5||EEE| 2% |52 Al s555| 25 | o2 R
HEHHHHG HEEHHEE R IEBHOHA B i : B ::
— o a = 3 = 1 9 u e S _— o w = 3 o = =5 P o 3 5
f|ls|2|a|a|e22|eB2 8|8 5 |zcE|g|E|E|2(2||325 25 e EhEcsss|5:| 5 EE
S s|2|%(255|228\2|a € E|£°8|T|2|f|e|S|Ces|5s | Es B 2eEE|28 (5% B
I~ = —_ © —~ = —_— — - — b =2 = 0 = o - s
S g (£ |xg”|E (3 T E[T|E|ls28|$5 |3 N |s2ss|(Re|Cg
€t |Es s B == “llez5|2e |22 = § ® 5 8
o = g « 2|2 | & o 2 2 =
g 2223 z
(27) Total Permanent 77.3161 (31)  Sum of Permanent 6.2067 (33) Sum of Permanent

Single or Residual faults Latent faults

(28) Total Safety Related
Permanent Failure Rate

70.8702

(34) Sum of Transient
Latent faults

(32) Sum of Transient
Single or Residual faults

0.0102

(29) Total Transient
Failure Rate

10.2236

(35) Sum of Permanent

Detected Dual Point Faults 28.3103

(30) Total Safety Related
Transient Failure Rate

10.2236

(36) Sum of Transient

6.1280
Detected Dual Point Faults )

Fig. 5 Example of semiconductor level FMEDA sheet format
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(37) Sum of Permanent

Safe Faults ks

(38) Sum of Transient

0.00000
Safe Faults )
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g He, A IPE ol 5 = I WAYS
o] AA = Qujetis o] & FAlEoF St
13) Fault Type: 12742] FEHE J 7247 = I

Agto 2 73t} ‘P’(Permanent) 2= “T°(Transient)
= % o gdste] 7Y gt

14) (Failure distribution for) Permanent faults: 724 <1 2
gholl ok YR = By a5 etk

15) (Failure distribution for) Transient faults: & A 21 4
Sholl thgt R = F ¥ &S it

16) Failure rate (FIT): 213 1Pl o3l 117 =
FES AL

Ht
K

a. 13) Fault Type©| ‘P’d 75 IP 72 L&
x JTAQ uF e B S
b. 13) Fault Type©] ‘T’ 749 IP YA A 145
x YAIAR Y HE BEE
17) Amount of Safe Faults: I[P 27 R =2 Qb Agt

(Safe Fault)2] 1]-&S- Qb glr),

18) Failure mode that has the potential to violate the safety
requirement in absence of safety mechanisms? (SPF?):
IPol] thk a7 e g b wlFYFe] F-A] Al
WA Ajke 2efleleA] Aty Fold o v
3G IPE Lol = e A wiFAYFo] AAR

o] & YAl el of gt

19) Safety Mechanism(s) preventing the violation of the
safety requirement: 18)Ho A Y& A3t -9 o]
E A e 2 vFAYTe] vk b
AYUF2] IDE 719 e} vhef NS M e gohd, &
eo = Hl 9] ETh

20) Failure mode coverage with respect to violation of safety
requirement: 19)#ol] 21-8&-% <Pd wAUF 2t
AM A kS 71dskeh wkef 19yl A8 Qb
HAY o] vk Fdo =2 v 9] Erk

21) Residual or Single point fault failure rate / FIT: ©d %
A gK(Single point fault) H+= &+ A $H(Residual fault)
o] e A5 o w ALE

22) Failure mode that may lead to the violation of safety
goal in combination with an independent failure of
another component? (MPF?): U} 2 =52 Q1 A&y} 4
ot FHEE (P aTARhS fivlske Agd
A& gt

23) Safety mechanism(s) to prevent latent faults: 22)% ol A]
YE AAYE A, ol BAE = hd vy
<ol vk kWA YES] IDE 74 etk ek
NS AT, o2 v 9] Frth

24) Failure mode coverage with respect to latent failures: 23)

Hell 285 b mIAYF] e AP A ghE 7
A@t whef 23y el A8 b wiHAYFol vk
o He] £

25) Latent multiple point fault failure rate / FIT: 22) ] <Y’
b, o5 24 A3HE(Latent Failure Rate)S A5
o & ALkt

26) Detected dual point faults failure rate / FIT: 22)&H 0] <Y
2tH, 72 # o] %7 23 (Detected dual point faults
failure rate) & A5 2.2 ALkgit).

27) Total Permanent Failure Rate: %3721
= A kol

28) Total safety related permanent failure rate: Q+4 Z+ed 11
FE oA FTAQ adEe e & A #
o]t}

29) Total transient failure rate: A 491 g5l et &
A Fholtt

30) Total Safety Related Transient Failure Rate: $F #H&d
s FollA AR aEl e T A G
o]tk

31) Sum of permanent single or residual faults: %3721 31
FE ToM G AFEA IS ATES AT
fkolth

32) Sum of transient single or residual faults: ¥A] <1 11
FE TAAM Gdd AFE IE AES ke
Fholth

33) Sum of permanent latent faults: %7291 3138 Fo|
A A AjEEe] & @A gholth

34) Sum of transient latent faults: DA A Q1 I7GE Fol| A
ZhA) AvrEo] & A wkolth

35) Sum of permanent detected dual point faults: %74 <1

AAE =0 /q 71—%]5] o|= Z4 73‘6]—%2. SLALSL 7k

ot}

36) Sum of transient detected dual point faults:
FE FToA AAE olTH ATES FAbe gholth

a7 A €]

275 o

=

SREDE

37) Sum of prmanent safe faults: %372 <]
HAS AT F3folth

38) Sum of transient safe faults: U A]% 91 17504 9]
O]-x17 ﬁzﬂ—v/] Z3lo|t}

3.8 FMEDA Results summary

o}2)| Table 7 3.7 FMEDA #-41°9] A5 Ko Fi=
o] AJo]t}, Permanent faults(3724<1 Z3%hHe} Transient
faults(Z A1 4121 Agholl theh 7} a8 At A3 ah&
glE = vk AE Aol whet A i vheA)
AFA 531 4k v o g Adsit)

] iy al

Transactions of the Korean Society of Automotive Engineers, Vol. 29, No.2, 2021 185



g -

Table 7 Example of semiconductor level FMEDA results

FMEDA Results

for Semiconductor
Total Failure Rate (Safe Related) | A
Safe Faults As
Single Point and Residual Faults
Detected Dual Point Faults
Latent Dual Point Faults Aoprr ‘
Total Dual Point Faults Aoer
Single Point Fault Metric SPEM=1-(r+ he) /A |
Latent Fault Metric LFM = 1-Appre/ (A~ Az~ Aspr)
Lifetime
PMHF

Transient Faults
(Soft Error)

1.02E+01 FIT|
0.00E+00 FIT
1.02E-02 FIT
6.13E+00 FIT
4.09E+00 FIT
1.02E+01 FIT
99.90%|

60.00%]

10000 h
1.06E-02 FIT,

Permanent Faults
(Hard Error)

7.09E+01 FIT
1.77E+01 FIT
7.08E+00 FIT
2.73E+01 FIT
1.88E+01 FIT)
4.61E+01 FIT
90.01%)

70.46%}

10000 b
7.09E+00 FIT

Expressions

P I I

Aozep

Aspr + Ae + Aopr X Apprs X Tuifetine

4. 3 2

2 10 26262:201891 4 2715 = A4 71%
7]1% WA 2kl 9lo] AgE] Y
| TAX = 53] g4 H7ke] 4
T ubE A Se5eo] AEkE .117]—9,]— Eu =]
F A= O 3ol y] g &t o °ﬂ
H7}ol| A A}-8-=3= FMEDA 7%

2708k AL, olel vk 2 éﬂx}g
BT X 32 FMEDA 2Hd whoks =k
H, 7]%9H4 1S0 26262-5:2018V0) 4] @ 5= A

B7F & wbeA] el B ?JXWEUL*?}%Z%

o]

)
0,

FIO s

_>;1J4

o
& Ot of
(o]

o
==

2o of
oy ol
1 H
r

F

Y
=l
o 1 ﬂl'lE

ot
_lZi
2> o S

a[‘.ﬁ FI-E

n
AN
o
b
I 4

i

r
[o

[0 off ki O X 2 0 o @
>
flr

oo 3@

Al S=F2] FMEDA 2174 W<t 3l

e ek o, A& WA Die9l Packageol ot
FMEDA 4] -8 HoFX] vk 237] wZol

B A2 ATl 98T & 91t DA FMEDA
w4 Abalel g 177} W 2.8 meleh,
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