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Abstract : SEooC(Safety Element out of Context) is a method that assumes higher requirements in the application of automotive
functional safety. To improve the quality of the assumed requirements, a method of applying SEooC through use case analysis is
proposed. This study examined the basic SEooC methodology and defined how to apply the use case analysis method in detail.
Through the case of developing a pressure sensor by applying SEooC, the upper requirements were derived by analyzing the use
case. In addition, assuming system design, the internal safety requirements and requirements of use of SEooC target products were
derived, and the hardware architecture was designed. When applying SEooC through use case analysis, the upper system can be
defined and the safety goals, ASIL, and safety requirements can be derived based on clear evidence. In addition, the safety status
and FTTI(fault-tolerant time interval) can be assumed in detail.

Key words : SEooC(%l|2=0] 2. 2.4]), ISO 26262 functional safety(7]1%5 <FZ), Use case(AH-8 Abdl), Assumption(7}74),
Assumed safety requirement(7H %] 9 &AL, TSR(7]4 b &A1), HSR(BHES0] oFH &A1), AoU(A1-4-2]
7}4), Architecture(©}7] € #])

Nomenclature 1. M B2
GSN : goal structuring notation Ag2} 7] A (Functional Safety)S -3 3}7] ¢35}
TSR : technical safety requirement o A Q1 (IS0 26262)°] ~HE o] X85 a1 Ut}
HSR : hardware safety requirement o]#]3l A -gof tsle] A8 2}=E, ITEM o] ¥ 33514
HDL : hardware description language Ok AL T 289 JJAE Y] 75Ot L Falstes A
P : intellectual property 5 SEooC(Safety Elements out of Context)'>2}aL g}, <F
FMEA : failure mode efff:ct analysis A B3 W ok @ FAFElo] AAE AL Fo]7 Ak
FTA : fault tree ana‘lys1s 4 A FRra}= A5 In contextol] €13} o]l sk, oF
oo opedenfilwesnbel AEE 9 Qb R PARE 71 ate] Aahs 28 Ou
: t t _
’ ailure mode e. ect diagnos .1c analysis of context} 1. 8T} SEooC= ol 7] The o-g3t ole] o
HAM  :hardware architectural metric 2 oMo olzle] olulAlo] SlululE = SukEl A0
2 048 flste] A2l AYHEE AEE -

PMHF  : probabilistic metric for random hardware failures

== ol AL vlyli- =2 Z Ao & Hulz)
SPFM : single point fault metric S, o2 ITEM /s oh& 2ol A 7id

= QIT}. SEooCR ] &= A FL A28, A HA| 8],

LFM : latent fault metric

FTTI : fault tolerant time interval AXEL O AXUE, st=do] HEWVE, sh=9o] 3t
FSR : functional safety requirement E(part) 5] Utk A A 50l SEooCE #]-8-3517] ¢
AoU  :assumption of use & Opencoss platforms ©]-8-8}o] AHA] ZR2A~S 1
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1) Assumption on system level

v

2) Hardware Safety Requirement

v

3) Hardware Design Specification

v

4) Hardware Safety Analysis
(FMEA, FTA, DFA)

v

5) FMEDA
(HAM, PMHF)

v

6) Hardware Integration and verification

Fig. 1 Hardware component SEooC process
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Table 2 Use case analysis of pressure sensor

Use case ID

UC.PRE.O1

Use case name

Use case of pressure sensor

Functionalities The pressure sensor measures the pressure of the air and transmits the data to serial communication.
Related function ID | FN.PRE.O1, FN.PRE.02

Input Air pressure

Output Serial communication signal

Parameters Air pressure (kpa)

Assumed application

- Assembled from the intake manifold of the engine, measured the pressure of the mass air flow and sent to the ECU.
- Input sensor for engine control.

Assumed dangerous
failure modes

- When the diaphragm inside the pressure element is damaged, the pressure is incorrectly measured and transferred to the
ECU, and rapid acceleration or rapid acceleration due to incorrect control of the air-fuel ratio.
- Unable to communicate to the ECU due to circuit loss caused by external electrical noise

Assumed ASIL

- Scenario: When the vehicle wants to turn left/right at a national highway intersection at a medium speed, the pressure sensor
transmits the wrong pressure value, resulting in rapid acceleration or rapid acceleration due to misbehaving of the engine
control system's air/fuel ratio, which causes rear-end/front collision with another vehicle, threatening the driver's life.

- Severity: S3 (Rear/Front collision with another vehicle at medium speed threatens the driver's life) (cf. [SO26262-3, Table
B.1)

- Exposure : E2 (National Road Intersection) (cf. [ISO26262-3, Table B.2)

- Controllability: C3 (control is difficult or uncontrollable) (cf. ISO26262-3, Table B.6)

- ASIL: B (cf. 1SO26262-3, Table 4)

Assumed safety
requirement

Application Level Safety Goal :

(SG.PRE.O01) Unintentional rapid acceleration shall be prevented. (ASIL B)

Component Level Safety Requirement :

(TSR.PRE.O1) Incorrect pressure output signal from the pressure sensor shall be prevented. (ASIL B)
(TSR.PRE.02) Communications failure to the ECU of the pressure sensor shall be prevented. (ASIL B)

Assumed safe state

Application Level: Eliminate rapid acceleration/sudden acceleration
Component Level: Send error messages to the ECU through serial communication or recognize non-communication at the ECU

Assumed FTTI

Application Level FTTI : 1000 ms
Component Level FTTI : 10 ms
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Table 3 3 HSR of pressure sensor

HSR ID Requirement

HSR PRE.O1 The pressure sensor shall detect a fault in the power supply through under/over voltage monitoring and send an error message
T to the external communication.

HSR PRE.02 The pressure sensor shall detect defects in the pressure sensing part and A/D through the self test and send an error message to
o the external communication.

HSR PRE.03 The pressure sensor shall detect a fault in the DSP through the watchdog and send an error message to the external
o communication.

HSR_PRE. 04 The pressure sensor shall detect a fault in the memory (ROM) through the ECC and send an error message to the external
T communication.

HSR.PRE.05 The pressure sensor shall detect a fault in serial communication through the CRC.

Table 4 AoU of pressure sensor

AoU ID Requirement
The ECU connected to the pressure sensor shall receive data via serial communication and detect errors in the data transmitted
AoU.PRE.O1
over the CRC.
AoU.PRE.02 The ECU connected to the pressure sensor shall maintain the system in a safe state within xxx msec after receiving an error
T message via serial communication.
AoU.PRE.03 The ECU connected to the pressure sensor shall periodically communicate via serial communication, detect it when

communication is lost, and keep the system safe in xxx msec.

Regulator Power

uvov

Monitor
Watchdog

Ar | Sensing Serial c ’
Pressure4'| pressure AD ﬂ Dsp |‘ ’| Interface ﬁﬁv ommunication

T e
Self Test
m <

l:l Hardware Component
I:l Safety Mechanism

Fig. 3 Hardware architecture of pressure sensor
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