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Abstract : As the technology of self-driving cars are being developed, security and safety are becoming important
issues. The communication channel of the self-driving car is divided into external network and internal network. The
external network is used for inter-vehicle communication or vehicle-to-infrastructure communication. On the other
hand, the internal network, which is called the In-Vehicle network, is used to control the functions of the vehicle.
Although the In-Vehicle network is a critical part of the vehicle, it is exposed to many threats. In this paper, we
examined the primary functions of self-driving cars and reviewed the recent studies on the security of self-driving cars.
Furthermore, we derived various attack scenarios from the In-Vehicle system perspective and analyzed the security
requirements.
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Fig. 10 Virtual attack scenario of self-driving car
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Table 2 Surroundings of road

Vehicle situation Explain
Road Expressway/downtown
classification road etc.
Road .
condition Dry/wet/icy road etc.
Road shape Straight/the left/the right

(horizontality) /curved road etc.

Road shape

. Flatland/uphill/downhill road etc.
(verticality)

Low/high/normal intensity of

Path / GPS / ;
Climate and visibility . .
Cross track Steering angle / Wheel velocity illumination ete.
Brake switch / RPM / . Low(-15)/normal(15-45)/ high
A hicl
Break error Straight radar verage vehicle speed | 1 um(45-80)/high(80-) speed etc.

Wheel velocity / RPM / Steering angle /
Side sensor / Headlight

Abnormal lane
change

The front/the real vehicle

Objects arround /bicycle/infra/pedestrian/hole etc.
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Security of Self-Driving Car from the Point of View of In-Vehicle System

Table 3 Standardization of wave
Number Title
IEEE 1609.0
IEEE 1609.1-2006

Architecture

Resource manager

Security services for applications and
management messages

IEEE 1609.2-2013

IEEE 1609.3-2010
IEEE 1609.4-2010

Networking services

Multi-channel operation

Over-the-airelectronic payment data
exchange protocol for intelligent
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