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Abstract : As chassis control technologies advance to ADAS and autonomous driving, the driver’s role in controlling
the vehicle motion weakens. Accordingly, fail safety becomes very important since any failure while the driver is not
fully engaged in control of the vehicle can be fatal. In this study, a fault injection simulation environment has been
developed and case studies have been performed to investigate whether and how fail safety of the ADAS systems can be
evaluated on a pure simulation environment. To do this, two ADAS modules and two chassis control modules were
modeled in detail such that a fault can be injected to their individual low-level components. Scenarios for the fault
injection tests were carefully derived by following the ISO 26262 processes. The simulation results demonstrated that
an essential part of fail safety evaluation of the ADAS systems could be successfully made on a fault injection

simulation environment.
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Table 1 Function definition of FSRA and LKS

System Function

[F001] Increase vehicle speed.

[F002] Decrease vehicle speed.

[F003] Maintain vehicle speed.

Longitudinal [F004] Increase relative distance.

system

(FSRA) [FO05] Decrease relative distance.

[F006] Maintain relative distance.

[F007] Manual override by acc. pedal.

[F008] Manual override by brake pedal.

Lateral system [F009] Keep the lane.

(LKS) [FO010] Manual override by steering wheel.

y’

Test Vehicle Object Vehicle
- 100km/h 80km/h
@ PR =) [ 3

250m

Fig. 3 ADAS System test procedure
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Fig. 4 Simulation results of ADAS system test
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Table 2 Component and fault mode of fault injection test simulation environment

Part
Num. Control value Fault mode
System Component
Relatl‘ve dlstagce Loss/Time out
1 Sensor Radar sensor Relative velocity .
. Message corruption
Azimuth angle
FSRA Loss/Time out
FSRA control signal Message corruption
2 E FSRAE .
cu s cv (CAN message) ECU function loss
CAN overload
Late'ral offset Loss/Time out
3 Sensor Camera sensor Drift angle Messace corruntion
Radius of road g P
LKS Loss/Time out
LKS control signal Message corruption
4 ECU LKS ECU .
(CAN message) ECU function loss
CAN overload
Open, short, offset
Steeri 1 Stuck i
5 Sensor Torque angle sensor eer‘mg ange ek I range
Steering torque Out of range
Drift and oscillations
. . Loss/Time out
6 Sensor Steering angle sensor Steering angle Message corruption
Loss/Time out
EPS control signal .
7 EPS ECU EPS ECU (C;Iznl;;;lg:;i Message corruption
& ECU function loss
8 Inverter MOSFET Open, close
9 Current sensor Current Open
10 Actuator Motor 3-Phase cable Voltage/Current Open
11 DC voltage 12V DC Open
12 Encoder Motor position Open
Open, short, offset
13 Wheel speed sensor Wheel speed of 4 wheels Stuck in range
Out of range
Sensor L ongitadinal A
ongitudinal Acc. .
Loss/T t
14 ESC Yawrate sensor Lateral Acc. ossTEIme ou‘
Message corruption
Yawrate
Loss/Time out
E trol signal
15 ECU ESCECU (SCCACIEE;S?gS)a Message corruption
g ECU function loss
770 E=ASAZEE =2 X253 A6, 2017
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Fig. 5 Simulation diagram of fault injection test simulation environment
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Table 3 Simulation results of fault injection test

Num. Part Possible hazard Safety concept req.
System Component
1 Sensor Radar sensor Vgq?lrlletesnpiee(ilifljz:(e:tlt\l/(:llue Warning and degradation
FSRA Unintended acceleration
2 ECU FSRA ECU Ur'lintended deceleration Warning and degradation
Vehicle speed stuck at value
Unintended lat. motion
3 LKS Sensor Camera sensor Lane departure(left) Warning and degradation
4 ECU LKS ECU Lane departure(right) Fail operation
Lane departure(left)
5 Sensor Torque angle sensor Lane departure(right)
Unintended lat. motion
6 Sensor Steering angle sensor
; EPS ECU =PS EICnIierter Warning and degradation
Fail operation
9 Current sensor Lane departure(left)
Lane departure(right)
10 Actuator Motor 3-Phase cable
11 DC voltage
12 Encoder
13 Wheel speed sensor Encoder Warning and degradation
Sensor Unintended acceleration
14 Yawrate sensor Unintended deceleration Warning and degradation
ESC Unintended lat. motion
Unintended acceleration
Unintended deceleration . .
15 ECU ESCECU Vehicle speed stuck at value Warning and degradation
Unintended lat. motion
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Fig. 9 Simulation results of fault injection test
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